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As part of IEEE Standards Association (SA)’s New Frontiers and Emerging Spaces (NFES) practice, and in line with the 
IEEE SA’s Trustworthy Technical Implementations of Children’s Online-Offline Experiences and Dignity, Inclusion, 
Identity, Trust and Agency Program, the IEEE Children’s Design Case Study Activity involves the collection, research, 
and writing of in-depth case studies. These include eight live examples of how children’s rights principles have 
been designed in practice and embedded in a children’s related product or service. These case studies represent 
companies that are headquartered across Denmark, India, Japan, Turkey, the United Kingdom, and the United States 
and operate regionally or globally.

The goal of this project is to create a body of work that illustrates how we translate children’s rights principles 
into practice that highlights a human-centered approach to vulnerable populations (specifically children) and the 
community we convene, setting the foundations for future standards. This is a challenging area for technology 
as legal, cultural, and other practices work in different ways to address the immense variation in the stages, 
capacities, and needs of growing children and maturing young people. This work also aimed to help us build a 
community focused on translating children’s rights principles into practice for children’s products or services 
by design and supporting inclusion, trust, and agency. The output of this work is an aggregated set of principles 
spanning categories across (1) policy, principles, definitions, and research, (2) product design, engineering, and user 
experience, and (3) process and data governance. While IEEE SA remains impartial on the specific approaches taken,  
the case study examples can lay the foundation for developing standards related to data collection, management 
and usage for products and services for children and teens. 

Overview of key learnings:

Point 1: Policy, principles, definitions, and research 

• 1.1 - Use existing children and youth policies to influence work elements directly 

• 1.2 - Integrate guiding principles into work process and product 

• 1.3 - Use definitions and other research opportunities to influence work products 

Point 2: Product design, engineering and user experience 

• 2.1 - Create age-appropriate safeguards 

• 2.2 - Create product design and data defaults that impact how data is collected and/or presented 

• 2.3 - Create tools specifically for parents to manage children’s data and use with the product or service

Point 3: Process and data governance 

• 3.1 - Integrating information and education through the product experience 

• 3.2 - Creating policies and rules for data collection 

• 3.3 - Instilling a presence in the community, working directly with children and caregivers 

• 3.4 - Deliberately creating partnerships with outside entities to strengthen product implementation

 

PART 1: EXECUTIVE SUMMARY

https://standards.ieee.org/industry-connections/trustworthy-technical-implementations/
https://standards.ieee.org/industry-connections/diita/
https://standards.ieee.org/industry-connections/diita/
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In 2021, the pandemic continued to put pressure on communities across the globe for another year. In particular, many 
children continued to be in remote and distance learning environments, further exacerbating inequalities already 
existing. Research has shown how COVID-19 circumstances have created lingering effects1 on learning and well-being 
and can impact student performance and uneven access to devices and internet tools2. Technology products and 
services have proliferated in terms of methods of data collection and use and have signaled to policymakers and 
regulators to focus on strengthening safeguards for youth and families. 

For example, in July 2021, Representative Kathy Castor introduced a new bill3  that would update a decades-old US 
law governing children’s privacy online—the Children’s Online Privacy Protection Act (COPPA) and add provisions to 
expand protections to teens under 18. In September 2021, the Age Appropriate Design Code came into effect in the 
UK. Companies like Facebook® Messenger4  and YouTube KidsTM have tried to build sub-products in order to get ahead 
of the privacy concerns for children. Notably, social media companies came under further scrutiny through industry 
whistleblowers and through questioning  from lawmakers  as research shows destructive impacts on mental health  
for teens and youth.5

While these companies are not the only players in the space, they are the largest platforms with network effects 
that have and can continue to scale to children and teens. These are some examples that illustrate why the IEEE 
Standards Association launched its ‘Applied Design Case Study Activity,’ and this second cycle focuses on  
‘Designing Trustworthy Experiences for Children.’

1 https://www.mckinsey.com/industries/education/our-insights/covid-19-and-education-the-lingering-effects-of-unfinished-learning 

2 https://www.epi.org/publication/the-consequences-of-the-covid-19-pandemic-for-education-performance-and-equity-in-the-united-states- 
what-can-we-learn-from-pre-pandemic-research-to-inform-relief-recovery-and-rebuilding/ 

3 https://www.washingtonpost.com/technology/2021/07/29/coppa-update-teenagers-online/

4 https://arstechnica.com/tech-policy/2021/11/facebook-wanted-to-hook-6-year-olds-with-new-apps-documents-show/ 

5 https://www.trtworld.com/magazine/snapchat-tiktok-and-youtube-under-fire-over-child-safety-51090 
  https://www.cuimc.columbia.edu/news/social-media-threatening-teens-mental-health-and-well-being 

 

PART 2: BACKGROUND

https://www.epi.org/publication/the-consequences-of-the-covid-19-pandemic-for-education-performance-and-equity-in-the-united-states-what-can-we-learn-from-pre-pandemic-research-to-inform-relief-recovery-and-rebuilding/
https://www.epi.org/publication/the-consequences-of-the-covid-19-pandemic-for-education-performance-and-equity-in-the-united-states-what-can-we-learn-from-pre-pandemic-research-to-inform-relief-recovery-and-rebuilding/
https://www.epi.org/publication/the-consequences-of-the-covid-19-pandemic-for-education-performance-and-equity-in-the-united-states-what-can-we-learn-from-pre-pandemic-research-to-inform-relief-recovery-and-rebuilding/
https://www.washingtonpost.com/technology/2021/07/29/coppa-update-teenagers-online/
https://arstechnica.com/tech-policy/2021/11/facebook-wanted-to-hook-6-year-olds-with-new-apps-documents-show/
https://www.trtworld.com/magazine/snapchat-tiktok-and-youtube-under-fire-over-child-safety-51090
https://www.cuimc.columbia.edu/news/social-media-threatening-teens-mental-health-and-well-being
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This case study activity involves the research, writing, and editing of in-depth case studies. This includes concrete 
examples of how privacy principles have been designed in practice and embedded in a children’s related product  
or service.  

Mission: The mission of this work on a high level is to foster actionable and insightful information that can help 
improve the interactions between technology, policy, and society in children’s lives. The community we have 
convened of case study contributors and the work we produce will ideally aim to set the foundations of insights 
for future standards. The case study compilation highlights how teams around the world are translating privacy 
principles and policies into practice and everyday use.  The work also illustrates community-driven, human-centered 
approaches to vulnerable populations like children and youth. 

Selection criteria: In Spring of 2021, our team solicited nominations with clear criteria: 

1. Cases must exhibit direct work with a children’s product or service. Is the team actively working on or have 
worked on building or designing various principles into practice? 

2. Cases must be able to articulate examples of designing trustworthy experiences for youth and children.  
Do teams have an example of how they contributed to these principles? The principles in this case include: 

a. Protecting personal data and information

b. Default settings

c. Online tracking

d. Enabling parental consent and controls

e. Limiting data collection

f. Implementing age-appropriate application

g. Enacting the best interests of the child and community

h. Centering around equity, accessibility, and non-discrimination 

3. Case studies must be able to be published and globally accessible by different audiences. Note: Teams would 
be able to keep information proprietary as needed, but we would need to be able to show some level of 
process detail to better examine the case study.

Diversity of cases: Using the selection criteria and preliminary interviews with case study candidates, we were able 
to gather eight examples with representation from around the globe. We have submissions from companies from 
Denmark, India, Japan, Turkey, the United Kingdom, and the United States. The cases also represent a diverse set  
of children’s related technology. 

 

PART 3: RESEARCH PROCESS
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Case study framework: All eight candidates explored important aspects of the same case study framework  
to outline key principles that could be used to improve digital safeguards for children through the build and design  
of these technologies. The framework for the case studies used the following structure:

• Mission and goals: What are the goals and mission of your company/organization? 

• Key Trustworthy Design Principles: What are 2-3 key trustworthy design principles from the list below  
your team has most clearly implemented into practice (with screenshots or illustrations)?

• Key Challenges: Based on the principles you have chosen above, what are key problem areas you  
have encountered?

• Team and Contact: Please insert your website, any social media handles, and points of contact. 

On a high level, here are the case studies that were submitted in alphabetical order:

Product / Service About

Haru A social robot companion for children

iTeach Schools
Creating a community of transformational schools for the most under-
resourced communities

Katha
Helping all children reading well, for fun and meaning, and creating a 
nation of Reader-Leaders.

Learning Equality
Creating tools to enable equitable access to high-quality education for 
learners in low-connectivity contexts

The LEGO® Group
Evolving Verifiable Parental Consent to better support children’s rights 
and well-being

Otsimo An online app that provides special education and developmental games

PRIVO Identity & Consent Management for Children & Families

Yoti
Digital identity platform to help organizations assess the age of their 
users and comply with UK’s Age Appropriate Design Code
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How and why we selected these data-related principles: The principles selected were deliberately diverse and 
broad, allowing teams to choose how to interpret and apply them to their work. We emphasized that if teams had 
alternative principles they would like to use, they could insert them into the case studies. Overall, these principles 
are still useful for this activity as a starting and discussion point. The framing, priorities, and meanings of the original 
principles highlighted trends that help us uncover what foundational standards can be drawn to build and design 
technology for children. 

It should be noted that one of the case studies includes discussion of facial analysis technology. IEEE recognizes  
the significant debate on the benefits and detriments of facial recognition and related technologies. Inclusion of 
this material is not intended to signify IEEE endorsement of this area of research and is only presented for 
informational purposes. 
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We aggregated and sorted all of the principles that the teams outlined. All eight teams had the opportunity to 
contribute between two to three principles outlined below. Within each of the principles, many teams outlined 
several examples of the same principle within their product or service. The three principles with the most frequently 
highlighted features were: “enabling parental consent and controls,” “protecting personal data and information,” 
and “enacting the best interests of the child and community.” In the middle, “implementing age-appropriate 
application,” and “limiting data collection,” also had several examples highlighted. There were no examples 
submitted for “online tracking.”

Count Principle Definition

7
Protecting 
personal data  
and information

How have you encouraged the submission of personal 
information to be made available to the public or made private?

5 Default settings
What examples do you have with prompts and instructions to 
complete a profile page, default settings to share photos, videos, 
and audio recordings?

0 Online tracking
How have you safely designed and implemented use of tracking 
a child passively online in any manner (e.g., using cookies)?

8
Enabling parental 
consent and 
controls

Before collecting information from children, how did you provide 
direct notice to parents requesting their consent? How did you 
design for parental controls?

3 Limiting data 
collection

How have you created features in the product or service to not 
collect and disclose more data than is reasonably necessary?

2
Implementing 
age-appropriate 
application

How has your organization designed for the age range of your 
audience and the needs of different children at different stages 
of development?

19 
Enacting the best 
interests of the 
child & community

How have you ensured that all actions have the best interests of 
the child (to receive and share information, be protected from 
harm, ensure transparency, reflect their views, etc.)?

1 

Centering 
around equity, 
accessibility, 
and non-
discrimination

How have you created proactive measures to prevent 
discrimination, and increase family benefits by making the 
product or service more accessible, equitable and shareable  
to more communities?

PART 4: CASE STUDY DATA PRINCIPLES
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In this section, we analyzed three foundational elements in practice that can help inform future standards in 
children’s products and services. This section intentionally parallels the categories in the 2020 study in order  
to be able to compare features and implementation over time.  The categories below can be articulated across: 

1. Policy and legal documentation 
Through the privacy policies and terms of service, these legal documents are positioned to disclose how 
the company or organization is treating the end user’s data through collection, use, and sharing to other 
third parties. These dense and complicated legal documents are likely not read by end consumers. However, 
the reason why this is an important element to highlight is that it reflects the company’s culture and legal 
commitments they are making to the parents, teachers, children, and other stakeholders who will be using 
their products and services. A vague policy or a policy that does not include key tenets to protect the user 
can be used as an indication of a company’s commitment (or lack thereof) to the people they intend to serve.  

2. Product design, engineering and user experience 
The product design, engineering, and user experience elements featured in this section include the ways  
that a technology looks, works, and can be used by children and other key stakeholders. This piece is crucial  
because it is where the intangible product vision and principles translate into meaning and experiences 
directly with people. So often, there is a gap in translating policies to product design and development. This 
section aims to highlight ways that the 11 case study participants have integrated high level tenets like “data 
minimization” or “clear user consent” or “duty of care” into the user experience, user interaction design,  
and backend engineering.  

3. Process and data governance 
The process of building technology and the ways that data is governed may not be obvious to an end user 
or stakeholder since they only see the final product and its features. This section highlights whose voice 
impacts the technology and how. It can include participatory design models and ways to incorporate checks 
and balances into the lifecycle of a product. It is important to highlight these elements because they impact 
how a product works, what the company or organization prioritizes, and most importantly, what positive  
and negative impacts may occur toward a child, family member, or other stakeholder.

 

PART 5: KEY LEARNINGS— 
FROM DATA POLICY TO PRACTICE
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1.1 - Use existing children and youth policies to influence work elements directly

1.2 - Integrate guiding principles into work process and product

Example 1: iTeach Schools

This policy is a set of guidelines that govern all interactions and engagements that any person associated with iTeach has 
with children. The policy outlines key items such as:

• All iTeach members are expected to use technological platforms strictly in a professional capacity. [...]

• Personal social media platforms (e.g., Facebook®, Instagram®, Snapchat®, TikTok®, etc.) should be completely avoided 
for student interactions. iTeach Schools expressly disallows iTeach members from adding students or alumni to their 
personal accounts on social media platforms or using them for student interactions. 

• Communications services (e.g., WhatsAppTM, etc.) can be considered both a personal as well as a professional platform. 

• Only iTeach Schools email addresses will be used to give access to high tech platforms (e.g., Google Classrooms,  
Google MeetTM, Zoom, calls, etc.). 

• Taking screenshots or sharing student opinions from these virtual classes should not be done without explicit  
consent from the participants. 

Example 2: The LEGO Group

Data privacy is foundational to the LEGO Group’s digital engagement. We follow the principles of transparency, security, 
data minimization, privacy by design and privacy by default when handling personal data and adheres to the US Children’s 
Online Privacy Protection Rule (COPPA), EU General Data Protection Regulation, (GDPR), the The LEGO Group’s Binding 
Corporate Rules approved by regulators, and the UK Information Commissioner’s Office’s (ICO’s) Age-Appropriate Design 
Code as well as other applicable national codes.

Example 1: The LEGO Group

Acting in the best interest of the child 
is part of our commitment to protect 
children’s rights and foster their 
wellbeing as laid out in the Convention 
on the Rights of the Child. The LEGO 
Group is committed to delivering the 
Children’s Rights & Business Principles 
and works hard to help ensure that 
children’s best interests are reflected 
in all the design and deployment of our 
experiences as well as across all other 
forms of engagement with children.  

 

POINT 1: POLICY, PRINCIPLES, DEFINITIONS, AND RESEARCH

Figure 1: The LEGO Group statement regarding our 
commitment to respecting children’s rights. 

https://gdpr-info.eu/issues/privacy-by-design/
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://gdpr.eu/
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/binding-corporate-rules-bcr_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/binding-corporate-rules-bcr_en
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-code/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-code/
https://www.unicef.org/child-rights-convention/convention-text
https://www.unicef.org/child-rights-convention/convention-text
http://childrenandbusiness.org/
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1.3 - Use widely-accepted definitions and other research opportunities  
to influence work products

Example 2: Katha 

Article 3 of the UN Convention on the Rights of the Child posits that the best interests of the child shall be the 
primary consideration when institutions or organizations take actions concerning children. They include: 

The identity of the child, including age and gender, personal history, and background;

The child’s skills and evolving capacities;

The rights and needs with regard to health and education;

The development of the child and her or his gradual transition into adulthood and an independent life;

Identity of the child is protected by gathering only the most necessary information about the child during 
data collection. As the child progresses from Elementary to Primary to Secondary reading level, complexity 
of the content is gradually increased in terms of word count. Topics like climate change, safety professions, 
entrepreneurship, STEM, etc. are introduced to the child at the appropriate age level corresponding to their 
transition from childhood to adulthood.

Example 1: Haru

“We adopted UNICEF’s definition of children’s well-being which emphasizes on children’s health and safety, their 
material security, their education and socialization, and their sense of being loved, valued and included in the 
families and societies in which they are born. In order for the Haru Robot to be aligned and protect children’s well-
being, we built a system where every application of the robot, such as robot-mediated story-telling, is shared with 
relevant stakeholders, like educators and parents, before we deploy any feature updates. In the current prototype 
version of the system, a moderator gives the stakeholders access to monitor the whole workflow from content 
creation, moderation and deployment and provide text-based comments in a special commentary section.”

Example 2: The LEGO Group

The LEGO Group also funds research and collaborates with other companies and not-for-profit organizations to 
usher in a digital future that is more child-centric and better aligned with children’s best interests. For example, 
we have contributed to a Future of Privacy Forum project including a white paper and infographic exploring some 
of the challenges around VPC requirements and potential paths forward. Additionally, we have been a member 
of the Digital Future Commission since its inception, looking into new models of digital innovation that support 
children’s rights and deliver against their development needs. 

 

https://www.unicef.org/child-rights-convention/convention-text
https://www.unicef.org/reports/worlds-influence-what-shapes-child-well-being-rich-countries-2020
https://fpf.org/
https://fpf.org/verifiable-parental-consent-the-state-of-play/
https://digitalfuturescommission.org.uk/
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Example 1: Yoti

Yoti offers six ways for companies who use the platform to enable consumers to prove their age:

1. Facial age estimation6  

2. Sharing just an 18 plus attribute via a one-off upload of an ID document

3. The reusable Yoti digital ID app

4. Reference check to a mobile operator provider referring to onboarding age check 

5. Database check (e.g., to electoral roll registries to check that someone is registered to vote, and is over 18 years old)

6. Credit reference agency check (see Figure 2 below). 

It takes two hours for a technician to integrate the Yoti Age Portal to their appropriate site. Then, the company can 
A/B test the age verification methods that work best for their organization to meet specific regulations and cultural 
expectations. We recognize that there is no perfect solution and universally preferred way for consumers to validate 
their age to use an online product or service. The options are still evolving and different methods will work better in 
different geographics or contexts. 

Example 2: PRIVO

APIs for SMART Age Gate and age verification services: When visiting many apps and services, children may easily 
enter a false age or birth date and gain access to potentially traumatizing content, engage directly with adults or older 
minors, or share data in environments that have bypassed requirements for notice and consent by parents. This can 
lead to substantial documented harm, including emotional trauma, bullying, depression, and identity theft. To address 
this, the platform includes application programming interfaces (APIs) which allow customers’ digital apps and services 
to communicate with our SMART Age Gate and age verification options for children, teens, and adults. This helps our 
customers protect children from harm by properly confirming children’s ages and providing them with permissioned 
access to services with tools and protections that have been designed for use by children. 

6 This case study contains discussion of facial analysis technology. IEEE recognizes the significant debate on the benefits and detriments of facial 
recognition and related technologies. Inclusion of this material is not intended to signify IEEE endorsement of this area of research and is only 
presented for informational purposes. 
 

2.1 - Create age appropriate safeguards 

POINT 2: PRODUCT DESIGN, ENGINEERING,  
AND USER EXPERIENCE

Figure 2: This screenshot shows a view of 
different age verification methods that 
organizations can offer to verify users’ age 
and ensure they only access age-appropriate 
content. The different choices of methods 
presented allows to cater for user preferences 
and market specific limitations in terms of 
access to certain verification methods.
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Example 3: Katha

Katha’s entire learning content is organized by language (starting with English and Hindi) and age group. 

• Early Learning is for 5-8 year olds and includes content like pictures and audiobooks. 

• Primary Level is for 8-12 year olds e and provides games like word search and crossword puzzles.

• Secondary Level is for those 13 and older  and includes content like entrepreneurship, science, technology, 
engineering, and math (STEM), future engineering, environment, climate change, pollution, etc. 

Figure 3: Contents structured by age and subject. 
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Example 1: iTeach Schools

When we moved to the virtual classroom during the pandemic, we were concerned about the online safety of 
our students. After thorough research on devices and software by our team, we got our devices equipped with 
MDM (Mobile Device Management), a protective software specially made for educational use by Esper, a software 
development company. This software disables access to digital content which may be unsuitable for children, such as 
explicit or pornographic imagery, and allows them to surf through the web safely. This software also tracks when the 
device was active to help us keep track of student activity and help ensure efficient use of the resource. 

MDM seeks to achieve this benefit through device use monitoring. This helps teachers identify the level of activity 
of the students. Consistently inactive students can then be identified and contacted to understand why they are not 
attending online classes. This monitoring of data helps teachers ensure that student attendance is maintained for 
continuity of learning. 

2.2 - Create product design and data defaults that impact how data  
is collected and/or presented

Figure 4: Screenshots of Esper 
MDM dashboard showing activity 
status and location of devices. 
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Example 2: The LEGO Group 

The design of our online experiences has received a lot of care and attention. 
They incorporate safety and privacy enhancing features by default. For 
example, LEGO®Life, our safe, social media app implements premoderation 
of content for 100% of user generated content uploaded and we playfully 
integrate a username generator (i.e., “FarmerStylishStick”) instead of requiring 
a child’s own name.  

Example 3: Otismo

Otsimo Special Education and Otsimo Speech Therapy, have been designed 
considering the challenges for special needs children. For example, in 
Figure 6, Otsimo’s developmental tests require parents to select the age of 
their child and other specific information respectively in order for Otsmio 
to personalize the app experience. The color palettes were chosen with 
minimizing adverse health impacts in mind. For example, Otsimo does not 
use bright colors or bold patterns in the apps since they can create anxiety 
or distractions with individuals who have Autism spectrum disorder (ASD). 
Otsimo also minimizes the risk of sensory overload. Background music and 
game sounds are optional and Otsimo does not show any ads on either app 
for a few different reasons. Otsimo cannot control 100% of the content of ads 
and Otsimo also thinks it is unethical to put advertisements inside the app, 
which they believe would disrupt the flow of the education and may trigger 
sensory issues.

Figure 5: the LEGO®Life app 
uses a username generator 
or moderates custom 
names to help ensure 
that no personal data is 
included, as one way to 
enhance privacy by default.

Figure 6: Some of the Speech Therapy pathway questions and information for parents to customize 
the experience to the needs of the child.
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Example 1: The LEGO Group

We view VPC as fundamental to our commitment to protect 
children’s privacy, by default. Prior to VPC, children using our 
experiences can observe the creativity and imagination of millions 
of children on LEGO®Life. However, they are unable to engage 
with the full experience, limiting them from doing more advanced 
activities, such as uploading and posting content and commenting 
on others’ content, until their parent or guardian has given their 
consent. Through the VPC process, we ensure that parents are 
engaged at important moments in their children’s digital lives and 
we seek to make sure that they and their children understand what 
data is being collected and why it is needed to enable these more 
advanced activities. Because VPC is a mechanism to obtain consent 
at specific times, and does not have any ongoing monitoring, 
parents can be aware of what digital experiences their child is 
using and children can have the freedom to explore.

When guiding parents through the VPC process, we try to 
communicate as clearly as possible, to both children and adults, 
while keeping it fun, intuitive and in line with the LEGO Group’s 
brand values. As an example, if the LEGO®Life app is downloaded 
and set up, a child can access a list of content without VPC. 
However, if they are under 16 and wish to do more advanced 
activities like post a photo or video, join a group, or create an 
avatar, they will be prompted to “get a grown-up” who will then 
be walked through the VPC process as shown in the series of 
screens in Figure 8. 

2.3 - Create tools specifically for parents to manage 
children’s data and use with the product or service

Figure 8: The screens that kids and parents will see in LEGO Mobile Apps helps to guide them through the VPC process.

Figure 7: The new asynchronous VPC flow, which allows 
the child to keep playing while they wait for the VCP 
process to be complete.

https://www.lego.com/da-dk/kids/games
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Example 2: Otsimo

Otsimo apps work through a high-level email structure 
where they get consent. The welcome page appears before 
answering their questions (Figure 9). In Figure 10, Otsimo 
uses a parental gate; the parent must enter the numerical 
values for the written numbers to access the family module. In 
Figure 11, the family/parent module shows progress reports of 
children, app settings, FAQs, a privacy policy, and notification 
preferences.  

Figure 9: Otsimo welcome page and 
pre-developmental stage.

Figure 11: Otsimo Special Education family module 
settings and report.

Figure 10: Otsimo Special Education Augmentative or 
Alternative Communication  (AAC) parental gate.

Example 3: PRIVO

Just-in-time parental consent: The platform leverages a 
just-in-time sliding scale consistent with COPPA that also 
meets requirements of other minors’ privacy regulations 
for obtaining verifiable parental consent. For example, at 
one end of the scale, creating a limited use account with 
login credentials, absent an email for account management, 
may require no parent notice or consent. However, at the 
other end of the scale a parent must be verified and provide 
consent for children to publicly share videos, photos, voice 
recordings and for community features such as chat. See 
Figure 12 on the following page.
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Consent management dashboard:  
Our consent management dashboard 
holds each parent’s preferred methods 
for receiving direct notices. This service 
reduces the amount of personal 
information a child must provide about 
their parent to initiate a consent request, 
and also limits the number of services 
that collect, process and store a child’s 
personal information.

Creating in-platform triggers to parental 
consent: The platform allows children 
to initiate the registration process with 
participating companies. If and when 
consent is required, the service can 
trigger the solution to seamlessly obtain 
the correct level of parental consent, for 
example to upload a video for a contest 
or allow access to community features. 
See Figure 13 to the right and 14 on the 
following page. 

Figure 12: An illustration of COPPA’s sliding scale approach to parental consent for children under the age 
of consent. By using this sliding scale, the service provides a solution that is tailored to the experience, 
making parental consent or revocation easy, convenient, scalable, and privacy preserving. 

Figure 13: Example consent email and permission page for parent to 
approve a child initiated request for parent consent for entering a contest.
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Example 4: Learning Equality

Kolibri Data Portal: The Kolibri Data Portal tool 
aggregates learner data from the Kolibri Learning 
Platform, and shares statistics about users’ activity 
from across a multi-site project, along with trends 
over time, but without revealing identifying 
information about individual users. When reports 
of more granular user interaction are exported into 
spreadsheet format, users are only identified with 
a unique identifier, and not with any Personally 
Identifiable Information (PII) shown in Figure 15  
to the right.

Direct Collaborators: Kolibri operates with a 
distributed peer-to-peer model through which offline 
devices can sync directly with one another, making 
data collection possible even from devices that are 
always offline and may not even be used in proximity 
to a more central server such as in a school. This 
peer-to-peer model also enables organizations to 
collect data without the Internet to then use for their 
own analysis, to share directly with Learning Equality, 
or to sync via the Kolibri Data Portal. 

Figure 15: A summary report of a sample organization 
in the Kolibri Data Portal, managed by Learning 
Equality. As shown, numbers are aggregated around 
active learners and staff, but without revealing any 
personal information about the individual learners. 

Figure 14: Child initiated registration. The child may access the service with their own login credentials or initiate the 
request for consent with a parent code or parent email.  
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Example 1: iTeach Schools

iTeach Schools helps to ensure that the 
students’ parents are kept informed of  
their child’s progress, challenges and overall 
well-being to strengthen parental involvement, 
support and understanding. The following is 
an example to illustrate how important it is to 
keep parents informed about their child’s  
well-being and challenges they are facing. 

To distribute devices, we asked parents to 
come to the school and collect them for 
their child after signing a comprehensive and 
detailed consent letter. We explained our 
online education model which outlines how 
and for what purpose the devices would be 
used. Bringing the parents to school premises 
to go through online education was important 
to enable parental consent, as it helped them 
understand what the new model of education 
looked like for their child. 

 

 

3.1 - Integrate information and education through the product experience

POINT 3: PROCESS AND DATA GOVERNANCE

Figure 16:  Device Agreement Letter for parents to give 
consent in Hindi.
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Example 1: The LEGO Group

To build awareness and support the development of key digital literacy skills, we have developed a series of 
resources (see Figure 17) to inform and empower parents and guardians, including on online privacy and the role 
of VPC. We have paired these resources with other tools designed to foster communication and collaboration 
between children and adults to work together to navigate the digital world, including the LEGO Group’s Build & 
Talk initiative. This initiative helps children, parents and caregivers have meaningful conversations with each other 
on key digital topics such as privacy and critical thinking with children, aged 7 to 11, all delivered in a language 
children can understand—the language of play.   

Figure 17: Parent guidance featured in our Build & Talk initiative. 

https://www.lego.com/en-us/sustainability/children/buildandtalk
https://www.lego.com/en-us/sustainability/children/buildandtalk
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Example 3: Learning Equality

Telemetry: When the Internet is available, anonymous (and pre-aggregated 
and selective) statistics are sent back to Learning Equality’s telemetry server 
from offline installations in cases where they periodically connect to the 
internet. This also includes aggregated demographic data.

 

 

3.2 - Create and enforce policies and rules for data collection 

Example 1: Katha

We help ensure that personal data collection is minimal. We collect email 
addresses, first names, and last names only. This is used to communicate 
with the individual from time to time.  Information about the age group and 
language choice is optional. Communication with the users is directly via the 
messaging module included in the underlying Moodle Platform.  Users get 
individual and broadcast messages from the teachers or administrator of the 
portal when they log in to the portal. These fields are also used to track access 
and completion of courses.

The 300M Learning Portal system does not mandate any fields other than 
what is required for us to be able to track their progress and completion of 
courses. It is critical to only collect what is necessary for our team to identify 
new user registrations and course completion tracking. 

Example 2: Haru

The team follows the internal Honda Research Institute’s standard operating 
procedure called “minimum requirements for robot functionality” when it 
comes to data gathering. This means that the robot collects only the necessary 
data for functionality purposes. By default, the system does not record or 
track the child’s behavior, which means that the settings are automatically very 
conservative. The system operates without mining data to improve its learning 
function unless it is explicitly allowed by the user. The robot by default makes 
only the necessary estimations on the child’s current state to operate a certain 
task in collaboration with the child and it does not make any unrelated-to-the-
task estimations. The parents should then approve the defaults and explain 
the processes to the child. In the case where the parent and the child decide 
for more advanced robot behavior, for example the robot’s gaze follows the 
child’s movements, the user is requested to change the settings.

Figure 18: Form highlighting data collection.
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Example 4: Otismo

Otsimo states it needs access to the camera and microphone, a pop-up message appears requesting access and 
informing the parents/guardians why Otsimo needs the access. This happens before the first exercise. Otsimo does 
not keep any recordings. All of its voice recognition and image processing algorithms work inside the device. This is 
important to limiting data collection to respect the data minimization principle as well. The data within the application  
is always kept locally on the users’ devices, and does not pass on to Otsimo’s servers. This is what Otsimo means by the 
on-device algorithm in the second part, the audio and video data about the children, etc. remains on the local device.  

Figure 19: Otsimo Speech Therapy app microphone and camera access request.
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Example 1: iTeach Schools

Our practices have been aimed at not only helping to ensure the safety of our students and their families but also 
helping to ensure their mental well-being. In our process, we consistently check in with students and families and 
support their needs.

 

 

3.3 - Instill a presence in the community, working directly with children  
and caregivers

Figure 20: Mental Health Week conducted by our counselors to discuss, normalize, 
and destigmatization dialogues about mental health. 
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Figure 21: Ration distribution of food items in the community. 

Our team also put together a COVID-19 handbook to share factual information with students and their families 
along with awareness sessions about the virus, safe practices to follow, what to do when one is infected, 
information about vaccinations, and manually verified lists of resources such as medication and oxygen  
availability in the city. Our ongoing community COVID-19 vaccination drives are also an example of best  
practices in the interest of the community.
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Example 2: Haru

Equity, accessibility, and non-discrimination: One of the main 
characteristics of the Haru robot is that it has been designed with equity, 
accessibility, and non-discrimination in mind. This means the robot should 
be accessible to children from typically under-represented groups from a 
variety of economic and socio-cultural backgrounds. The team conducted 
participatory studies with children from ages 6 to 16 years old in Uganda, 
Japan, and Greece with the use of ethnography-inspired methods. 

The Haru robot promotes children’s education and development by 
hands-on participation via collaborative story-telling activities and 
collaborative small-talk activities. 

Collaborative story-telling activities: We developed a library of classical 
stories that are elaborated by the robot in collaboration with the children. 
For these activities, the input of the children is collected through a tablet-
based interface which has been especially designed to be child-friendly 
and easily accessible.

Collaborative small-talk activities: We developed a variety of conversation 
applications in which the robot engages with the kids in small talk such as 
asking about their experience at school, how their day was, etc.

Figure 22: Participatory research 
with children at the Bunabumali 
Good Samaritan Primary School in 
Eastern Uganda.

Figure 24: Participatory action 
research with students at the 
Jiyugaoka Gakuen High School, 
Tokyo, Japan.

Figure 23: Participatory action research with students at the Jiyugaoka 
Gakuen High School, Tokyo, Japan.
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Example 1: The LEGO Group
We have spearheaded this work through our longstanding partnership 
with UNICEF. Together with UNICEF, we introduced an industry-first 
Digital Child Safety Policy to secure the safety and welfare of children 
interacting with LEGO digital products. And we co-created the  
‘Child Online Safety Assessment’ to support other companies to 
address children’s rights online. More recently, we have complemented 
this work through the creation of our Digital Citizenship Program in 
collaboration with the DQ Institute. The LEGO Group wants to enable 
children to become smart, responsible, and future-ready digital citizens 
ultimately allowing them to access the benefits and to manage the  
risks of digital technology, wherever they engage with it. 

In October 2021 we launched our Doom the Gloom interactive 
experience to promote a better understanding of key digital citizenship 
skills such as privacy, digital empathy, and screen time management 
among the whole family. Our commitment to communicating with and 
empowering children in a meaningful way extends across other areas 
of data protection and privacy. For example, we created a child centric 
video explaining digital cookies to children that was featured in the  
ICO Transparency Champion Report and was voted number one 
by children when presented with a range of LEGO Group privacy 
communication tools. Finally, we have worked hard to help ensure  
all communication in our VPC mechanism is user-friendly and  
presented in a clear and relatable format.  

Example 2: Otsimo
Special needs children and their education require involvement from 
multiple parties. Otsimo has two psychologists and one educator 
working full-time on our team. Also, highly regarded autism schools 
and foundations in countries such as the USA and the UK offer their 
guidance to Otsimo. Otsimo also tests its apps both with children and 
their parents and caregivers through the efforts of their user experience 
(UX) team. Otsimo periodically finds parents who are willing to do UX 
testing on a 3rd party site, and follow the processes of downloading 
the apps and the following steps to use the app. The team does at least 
five usability tests every month to make sure everything is on track and 
working as it should, and manages to conduct these tests online even 
during the pandemic. 

Example 3: Katha
The Community Owned and Operated Library (COOL) is an effort 
to open learning centers within local communities. It has been 
observed that children, mentors, and women selected from within 
the community and trained to become reader-leaders are the most 
effective in embodying the “Best Interests of Child and Community” 
principle. During COVID times, physical participation and face-to-face 
interactions at local communities were severely restricted. That led to the 
inclusion of all the ‘Thinkbooks’ content of Katha onto the Learning Portal.  

 

3.4 - Deliberately create partnerships with and leverage existing resources 
outside entities to strengthen product implementation

Figure 25: The LEGO Group’s digital 
safety avatar, Captain Safety.

Figure 26: Community Owned and 
Operated Library.

https://www.lego.com/da-dk/sustainability/children/unicef-partnership
https://sites.unicef.org/csr/toolsforcompanies.htm
https://www.lego.com/en-us/campaigns/kids/doom-the-gloom
https://www.lego.com/da-dk/kids/legal/cookie-policy
https://ico.org.uk/media/2620177/designing-data-transparency-for-children.pdf
The Community Owned and Operated Library (COOL) is an effort to open learning centers within local communities. It has been observed that children, mentors, and women selected from within the community and trained to become reader-leaders are the most effective in embodying the “Best Interests of Child and Community” principle. During COVID times, physical participation and face-to-face interactions at local communities were severely restricted. That led to the inclusion of all the ‘Thinkbooks’ content onto the Learning Portal.


30Copyright © 2022 IEEE. All rights reserved.

Example 4: PRIVO

Educating children about the risks of 
data collecting platforms: Our platform 
is designed to encourage children to 
be truthful when entering information 
regarding their age to a requesting online 
service or app. It provides direct touch 
points to educate children to better 
understand the potential risks associated 
with entering birth dates to appear older. 

Educating parents about the risks of 
online data collection for their children: 
Through access to our protection registry, 
we are also working to better educate 
parents around the particular risks their 
children encounter when given access to 
digital services based on misrepresenting 
their ages and providing personal 
information online.

Figure 28: Curated Tech Safety Directory for parents.

Figure 27: Educating children and teens regarding benefits and 
options for verifying their age.
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PART 6: KEY CHALLENGES

1: Barriers to seamless and ongoing 
community engagement
One key theme in the challenges section was the mention of 
community engagement barriers. iTeach Schools mentioned 
it was difficult to build rapport with communities during 
a global pandemic. Haru outlined that integrating cultural 
diversity into the robot or product and the need for 
transparency among relevant stakeholders is an ongoing 
process and would require constant resources from the 
team in order to execute. In addition, there are no universal 
metrics for this, so teams must constantly iterate on the 
best practices in the field.  

2: Access to technical infrastructure and 
equitable distribution
Another challenge prevalent in the case studies outlines 
how companies, especially those in rural and remote 
locations, may lack access to technical infrastructure and 
equitable distribution of resources. For example, iTeach 
Schools outlines that many of the students who come from 
the city’s most under-resourced communities did not have 
the resources to adapt as quickly to the pandemic and have 
access to education. Learning Equality outlined they have 
limited availability and usability of digital learning materials, 
requiring more resources for supplemental materials that 
respond to these needs. Lastly, Katha outlined the lack  
of access to the Internet in underdeveloped areas in India, 
along with the lack of equity in basic infrastructure  
and resources.  

3: Content quality and catering the product to 
all children’s needs
Most of the case studies outlined that their materials, 
products, and services required intricate efforts to be 
able to provide quality content and cater their products 
to different needs for children. For example, iTeach 
Schools mentioned one challenge is maintaining a quality 
of education over time. LEGO mentioned their Verifiable 
Parental Consent (VPC) process requires a lot of time, 

budget, and staff resources in order to implement. Otsimo 
mentions that they always try to provide education that 
is general, but specific enough for various needs. Katha 
mentioned similar challenges, especially as they cater to 
these needs during a global pandemic. 

4: Compliance and following the laws
Another unique challenge outlined by companies is the 
ability for companies to measurably and consistently 
follow the rules and laws outlined by policies. For example, 
Yoti mentioned that some users may circumvent age 
requirements or parental consent models. Similarly, 
PRIVO mentioned there is a lack of accountability for 
unverified age credentials by social media and tech players 
to safeguard underage platform use. Learning Equality 
mentioned that administrators may have limited capacity 
or knowledge to act as a “responsible data manager” 
with respect to the data collected in the platform. PRIVO 
mentioned there is corporate avoidance of COPPA 
compliance because they wrongly believe the laws do  
not apply to their services. 

5: Meet the needs and expectations of parents 
and children
A final theme that came up several times in the analysis 
included the challenges that come with meeting the needs 
and expectations of parents and children. First, LEGO 
outlined that many parents do not complete the Verifiable 
Parental Consent (VPC) process. Similarly, Otsimo outlined 
that parental consent is difficult to gather due to data 
related hesitation and concerns around smart screen time. 
PRIVO more broadly outlined parent understanding and 
engagement related to risks and protections among parents. 
Haru outlined there is a necessity to further understand the 
foundation of a child’s tendency to connect with a robot. 
These themes highlight the company’s perspective to put 
responsibility on the parent or child to learn and educate 
themselves on these difficult topics. We note the burden 
should be shifted away from the parents and children to 
navigate complex legalese, and dense privacy information.  

Contextual considerations for achieving the desired goals
All the products submitted for review have been designed with the interest of the child or young person in mind. 
Achieving this is not necessarily easy. For example, every child follows their own development path, and the capacity 
of one, for example literacy, will be the challenge of another. Precise chronological age is therefore not a sufficient 
measure of capacity. However, in the online world when screening for content suitability, it may be the only measure 
available. Other technologies, including device monitoring and age recognition using facial recognition technology, 
have been the subject of wide public debate. Each of the product providers has sought to address general and specific 
challenges. This will remain an ongoing field of consideration.
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These eight case studies highlight how different organizations have approached data management, design and 
engineering, and overall governance of their products and services. This analysis provides an overview of how 
organizations and companies can outline their approaches, features, and challenges in building experiences for 
children, while balancing safeguards and policies that are governing the protections of youth and families. To quickly 
recap, the high-level themes and trends include: 

Point 1: Policy, principles, definitions, and research

• 1.1 - Use existing children and youth policies to influence work elements directly 

• 1.2 - Integrate guiding principles into work process and product 

• 1.3 - Use definitions and other research opportunities to influence work products 

Point 2: Product design, engineering, and user experience 

• 2.1 - Create age-appropriate safeguards 

• 2.2 - Create product design and data defaults that impact how data is collected and/or presented 

• 2.3 - Create tools specifically for parents to manage children’s data and use with the product or service

Point 3: Process and data governance 

• 3.1 - Integrating information and education through the product experience 

• 3.2 - Creating policies and rules for data collection 

• 3.3 - Instilling a presence in the community, working directly with children and caregivers 

• 3.4 - Deliberately creating partnerships with outside entities to strengthen product implementation

Overall, the products were diverse, ranging from a social media building application to education tools and services 
in rural India. The features all had strong tenets that can be segmented into the following categories: (1) policy, 
principles, definitions, and research (2) product design, engineering, and user experience, and (3) process  
and data governance. 

Above all, policies and regulation help govern the design and structure of how products and services are built for 
children. Companies can design features such as default patterns and tools like “dashboards” or subpages that help 
parents manage children’s data. However, company decisions relating to product design, engineering, and user 
interface elements are direct outputs of the overall business model and incentives. There is also a trend of relying on 
parents and children to learn about the dense nuances of data privacy options and management, which puts more 
of the burden on them to navigate as opposed to the burden on the companies to prevent possible data collection 
harms to begin with. 

While these tenets will always be evolving and improving, it is important to crystallize the intersection between 
principles into practice. The aim for this work is to provide a compendium of examples of where groups are focusing 
efforts on, and what can be improved upon. Thank you to all of the participants for sharing their insights and practices. 

 

PART 7: CONCLUSION
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SECTION 1. MISSION AND GOALS 

In India, free elementary education for all children between 
the age group of 6-14 is recognized as a fundamental right 
under Article 21(A) of the Constitution. This has been 
operationalized through legislation from ‘The Right of Children 
to Free and Compulsory Education Act’ in 2009. However, 
access to secondary education remains a challenge for  
many students. 

Problem: Out of the 54 local government-run English medium 
schools in the city of Pune, Maharashtra, none of those schools 
go beyond Grade 7. This is one of the biggest gaps in our 
education ecosystem, where students from poor economic 
backgrounds are rendered unable to access secondary 
education (grades 8-10). UDISE+ (2019-20) data released by 
the Department of School Education and Literacy evidently 
display the alarming dropout rate in the state of  
Maharashtra below. 

The lack of free access to secondary education for all students 
further restricts entry into colleges thereby cutting off access 
to sustainable employment opportunities. 

Our organization, iTeach schools was born to fight this 
education gap. We are a registered non-profit company,  
based in Pune, a city in West India. Our mission is to create a 
level playing field for all children. Our student vision spells  
out what each student that graduates from iTeach would  
be able to do.  

The four points in our vision include: 

• Make it to and get through college: Each iTeach 
graduate would be able to get admission into a college 
undergraduate program suitable to their interests, goals 
and financial circumstances and complete it.

• Lead a healthy and balanced life: Each iTeach graduate 
should be able to maintain a physically and mentally 
healthy lifestyle. 

• Articulate their passion, ability, and career choices: Each 
iTeach graduate would be able to identify their passion, 
aptitude and choose their own career path to create a 
destiny of their choice. 

• Own India’s Development: Each iTeach graduate would 
be able to be part of their country’s development by being 
aware of social realities and being empowered to act as a 
responsible citizen. 

iTeach Schools’ solution to this education gap is to build 
a community of transformational secondary schools and 
establish a college-to-career program for our alumni. The 
initiative is a collaborative effort created in a Public-Private 
Partnership Model (PPP) with three key partners: Local 
government (Pune Municipal Corporation), funding partners, 
and iTeach schools. This PPP gives our students a chance 
to lift their families out of poverty by preparing them for a 
sustainable job and livelihood. 

Figure 1: Enrollment at different 
educational levels in Maharashtra 
(Source:  UDISE+ (2019-20).

https://dsel.education.gov.in/rte
https://dsel.education.gov.in/rte
https://dsel.education.gov.in/rte
https://www.education.gov.in/sites/upload_files/mhrd/files/statistics-new/udise_201920.pdf
https://www.education.gov.in/sites/upload_files/mhrd/files/statistics-new/udise_201920.pdf
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Enabling parental consent 

Example 1: Ensuring parental control and 
consent is present at each step of the way 
while moving to digital education during the 
pandemic. 

At iTeach Schools, most of our students did not have the 
resources to access digital learning. During COVID remote 
learning, each student was provided with a tablet with 
adequate data packs to access the internet for their classes  
and self-study. Parental consent was a key principle throughout 
this process. 

iTeach Schools helps to ensure that the students’ parents are 
kept informed of their child’s progress, challenges, and overall 
well-being to strengthen parental involvement, support, and 
understanding. The following is an example to illustrate how 
important it is to keep parents informed about their child’s  
well being and challenges they are facing.  

To distribute devices, we asked parents to come to the school 
and collect them for their child after signing a comprehensive 
and detailed consent letter (Figure 2). We explained our online 
education model which outlines how and for what purpose the 
devices would be used. Bringing the parents to school premises 
to go through online education was important to enable 
parental consent, as it helped them understand what the new 
model of education looked like for their child. 

When the state government relaxed COVID-19 related 
restrictions in Pune, we resumed in-person classes for students 
with parental consent by assuring them about the importance 
of safety of their children.  

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 2:  Device Agreement Letter for parents to give 
consent in Hindi.



3Copyright © 2022 iTeach Schools. All rights reserved.

Example 2: Creating a safe online 
experience for students.  

When we moved to the virtual classroom during the 
pandemic, we were concerned about the online safety 
of our students. After thorough research on devices and 
software by our team, we got our devices equipped with 
Mobile Device Management (MDM), a protective software 
specially made for educational use by Esper, a software 
development company. This software disables access to 
digital content which may be unsuitable for children, such 
as explicit or pornographic imagery, and allows them to 

surf through the web safely. This software also tracks when 
the device was active to help us keep track of student 
activity and help ensure efficient use of the resource. 

 MDM seeks to achieve this benefit through device use 
monitoring. This helps teachers identify the level of activity 
of the students. Consistently inactive students can then 
be identified and contacted to understand why they are 
not attending online classes. This monitoring of data helps 
teachers ensure that student attendance is maintained for 
continuity of learning.

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 3: Screenshots of Esper 
MDM dashboard showing activity 
status and location of devices. 
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Enacting the best interest of the  
child & community and centering 
around equity, accessibility, and  
non-discrimination

Example 1: Ensuring well being of children 
and community during COVID-19 through 
various relief activities

Our students come from the most under-resourced 
communities in the city of Pune. During the COVID-19 
lockdown, access to ration, which include essential goods 
such as food grains, oil, sugar, etc., became a challenge for 
these communities. iTeach took the initiative to support the 
health and wellbeing of the communities we work with. 

Through the support of our funding partners and crowd-
funding efforts, we raised resources to conduct ration 
distribution drives for the community. We also constantly 

checked in with the families and provided socio-emotional 
support and coping mechanisms. Our team also supported 
students who had passed grade 10 during the pandemic to 
look for colleges and scholarship opportunities to support 
their academic journey by connecting them to scholarships, 
internship opportunities, providing all students with devices 
to continue their education online, family counselling, etc.  

Our team also put together a COVID-19 handbook to share 
factual information with students and their families along 
with awareness sessions about the virus, safe practices 
to follow, what to do when one is infected, information 
about vaccinations, and manually verified lists of resources 
such as medication and oxygen availability in the city. 
Our ongoing community COVID-19 vaccination drives are 
also an example of best practices in the interest of the 
community. 

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 4: Ration distribution of food items in the community. 
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Example 2: Focusing on mental well-being in 
the best interest of child and community 

Our practices have been aimed at not only helping to 
ensure the safety of our students and their families but also 
ensuring their mental well-being. We consistently check in 
with students and families and support their needs.

Children across the world became more vulnerable during 
the pandemic as their exposure and contact outside their 
domestic environment became very limited. Our team 
of counselors, advisors, and social workers therefore 
consistently followed up with students to help ensure their 
physical and mental well being. Students who were at high 

risk of dropping out of school were also specifically given 
more attention. Consistent communication with them and 
their families, mentoring and family counselling helped 
convert several high-risk students. 

This focus of mental health is directed towards helping 
to ensure the best interest of children and community 
as many of our students are first generation learners, 
they often do not have safe spaces within their family or 
community to voice any socio-emotional issues that they 
may be facing. We aim to initiate conversations around 
mental well-being to sensitize the students and families, 
develop healthy coping mechanisms and practices. 

Figure 5: Mental Health Week conducted by our counsellors to discuss, normalize, 
and destigmatize dialogues about mental health. 
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SECTION 3. KEY CHALLENGES

Building rapport with communities during  
a global pandemic
Due to the pandemic, the schools were abruptly shut down in March 2020. This was a 
setback for some of our schools that were geared up to start school in June 2020.  
Roughly 90% of families of these communities were migrant workers (as per data 
collected internally) and due to the lockdown had lost their livelihood. Some families 
were unable to access essentials for survival while others had moved to their hometown. 

Access to education
For many middle-income and high-income schools, adapting to the lockdown and starting 
online schools within a few days was possible. Our students who come from the city’s 
most under-resourced communities did not have the resources to adapt as quickly. This 
was a challenge because, without the resources to access online classes, our students 
would not have been able to continue their education. This would have led to significant 
learning losses and a high rate of dropouts. There is more work to do to ensure consistent 
attendance and high student engagement in the virtual mode. Ensuring a balance of 
academic and co-curricular learning in the virtual mode is also an ongoing challenge. 

Maintaining quality of education
Another challenge was for our teachers to maintain high rigour and quality of education 
as we transitioned from physical to virtual classrooms. This was a novel situation and  
our teachers were pushed to quickly adapt to the new circumstances. It is also challenging 
to keep students engaged in virtual classes that they were attending from home, which 
often was not a conducive space for learning. 

Ensuring a balance 
of academic and 
co-curricular 
learning in the 
virtual mode is 
also an ongoing 
challenge. 

SECTION 4. TEAM AND CONTACT
Website: https://www.iteachschools.org/

Point of contact: Aditi Doneria, Development and Communications Associate 

Contributor: Ankita Das, Partnerships and Communications Manager, Robin Kumar,  
School Leader, iTeach Schools

CONTRIBUTOR

Learn more at standards.ieee.org/childrens-data-governance

https://www.iteachschools.org/


300M Learning Portal  
of Katha 
By: Rajesh Soundararajan, Chief Sustainability Officer, Katha

Helping all children read well, for fun  and 
meaning, and build a nation of Reader-Leaders

http://www.ieee.org/index.html


3Copyright © 2022 Futureshift. All rights reserved.

SECTION 1. MISSION AND GOALS 

Katha’s work, since 1988, spans the literacy to literature 
continuum. By seamlessly connecting grassroots work in 
education and technology access, Katha brings children living  
in poverty into reading and quality education. 

The 300M Learning Portal developed and operated by Katha 
provides  engaging, child-focused,facilitator-led content that is 
safe and accessible for underserved kids and facilitators online. 
Future Shift Consulting, as Katha’s 300M Knowledge partner 
colloborated in setting up the portal. 

The learning portal offers a holistic approach to education, 
focused on reading and learning. It provides content that 

supports childrens’ learning, social and emotional needs 
while driving sustainability for the 300M Citizen’s Challenge of 
reaching 300 million children in India, a figure which is  driven 
by the UNESCO report as shown in the illustration below.

Katha (a common word in multiple Indian Languages to mean 
story) has already demonstrated its impact by serving 2,474 
Slum Communities through 1,862 School Partnerships across 
17 states in India. In addition, Katha’s team has impacted over 
475,000 Grassroots women positively and has reached out  
to 10 million children and youth and brought them into the  
joy of reading.

Example 1: Implementing age  
appropriate design 

Our entire learning content is organized by language (starting 
with English and Hindi) and age group. 

• Early Learning is for 5-8 year olds and includes content 
like pictures and audiobooks. 

• Primary Level is for 8-12 year olds e and provides games 
like word search and crossword puzzles.

• Secondary Level is for those 13 and older  and includes 
content like entrepreneurship, science, technology, 
engineering, and math (STEM), future engineering, 
environment, climate change, pollution, etc. 

The age appropriate design features include easy search, 
discoverability, and accessibility to the child or the facilitator 
by using child-friendly images, multimedia audio, video, 
storybooks, and interactive activities. The language used is 
simple and consciously done for each age group. This content 
is field-tested with the help of Katha Lab School  children. 

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 2: Contents structured by age and subject 

Figure 1: Education System - UNESCO India Report

1

https://learn.katha.org/
http://uis.unesco.org/en/country/in
https://csrbox.org/India-CSR-projects-proposal_Katha_Gender-equality,-women-empowerment-,-senior-citizens-and-economically-backward-groups_505
https://www.katha.org/katha-lab-school/
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Example 2: Best interests of the child

Article 3 of the UN Convention on the Rights of the Child posits that the best 
interests of the child shall be the primary consideration when institutions or 
organizations take actions concerning children. They include: 

• The identity of the child, including age and gender, personal history,  
and background;

• The child’s skills and evolving capacities;

• The rights and needs with regard to health and education;

• The development of the child and her or his gradual transition into adulthood 
and an independent life;

Identity of the child is protected by gathering only the most necessary information 
about the child during data collection. As the child progresses from Elementary 
to Primary to Secondary reading level, complexity of the content is gradually 
increased in terms of word count. Topics like climate change, safety professions, 
entrepreneurship, STEM, etc. are introduced to the child at the appropriate age level 
corresponding to their transition from childhood to adulthood.

Community Owned and Operated Library (COOL)

The Community Owned and Operated Library (COOL) is an effort to open learning 
centers within local communities. It has been observed that children, mentors, 
and women selected from within the community and trained to become reader-
leaders are the most effective in embodying the “Best Interests of Child and 
Community” principle. Katha has been operating COOLs in slum communities since 
2007. During COVID times, physical participation and face-to-face interactions 
at local communities were severely restricted. That led to the inclusion of all the 
‘Thinkbooks’ content onto the Learning Portal.  

COOL is a collection of Thinkbooks in multiple languages, starting with English and 
Hindi. Content is organized by age groups, similar to a physical library. 

Example 3: Limiting data collection

We help ensure that personal data collection is minimal. We collect email addresses, 
first names, and last names only. This is used to communicate with the individual 
from time to time.  Information about the age group and language choice is optional. 
Communication with the users is directly via the messaging module included in the 
underlying Moodle Platform.  Users get individual and broadcast messages from the 
teachers or administrator of the portal when they log in to the portal. These fields are 
also used to track access and completion of courses.

The 300M Learning Portal system does not mandate any fields other than what 
is required for us to be able to track their progress and completion of courses. 
It is critical to only collect what is necessary for our team to identify new user 
registrations and course completion tracking. 

Users can safely browse and experience learning without any worry of excessive 
personal information being exposed during an unforeseen cyberattack or information 
leak in the system. No unnecessary personally identifiable information (PII) like social 
security number, date of birth, or address is captured or stored in the system.

Figure 3: Community Owned and 
Operated Library

Figure 4: Account Registration User Interface

https://www.unicef.org/child-rights-convention/convention-text
https://www.katha.org/communities/cool-2/
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Access to the internet to use the platform

According to latest studies, over 50% of children in India do not have access to the 
Internet. Moreover, despite the enormous improvements in last-mile connectivity, 
technologies like 2G/3G have patchy coverage and do not carry high bandwidth. We will 
always face this challenge to help ensure that children, especially those who are in rural 
and remote locations, can have access to learning materials and devices. 

Access to devices and responsiveness to those devices

Despite the burgeoning sales of smartphones across India, children still do not have 
direct access to devices with the right form factor such as desktops and laptops. Large 
whiteboards, proper school with teaching staff, and daily interactions with co-students 
adds to the experience of the child and their learning.  In the absence of proper devices 
with large screens, the children’s learning will be restricted to sub-optimal experience. 

Catering to a child’s learning needs during a global pandemic

We need to strike a balance between easy-to-understand content, adaptable teaching 
staff, and catering the best methods of imparting the knowledge corresponding to 
each child’s learning abilities. In the context of COVID, face-to-face teaching has been 
lost completely. This has led to a wide gap in the teaching staff’s ability to adjust their 
teaching to the methods appropriate for each child. Despite pre-existing content, the 
effectiveness of teaching has significantly reduced.

SECTION 3. KEY CHALLENGES

SECTION 4. TEAM AND CONTACT
Website: learn.katha.org    TechPartner: www.futureshift.in

Twitter: @KathaIndia, @futureshift_sg @3x3Learning @betterbhavishya

Point of contact: Rajesh Soundararajan, Chief Sustainability Officer, Katha 
rajesh.soundararajan@katha.org

CONTRIBUTOR

Over 50% of 
children in India 
do not have access 
to the Internet. 

TECH PARTNER

https://www.thehindubusinessline.com/news/education/over-50-of-students-dont-have-access-to-internet-survey/article33859585.ece
https://www.statista.com/statistics/467163/forecast-of-smartphone-users-in-india/
https://learn.katha.org/
https://futureshift.in/home/
mailto:rajesh.soundararajan@katha.org
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SECTION 1. MISSION AND GOALS
The LEGO Group was founded in 1932 and is based on the iconic LEGO® brick. It is 
one of the world’s leading manufacturers of play materials. Our mission is to inspire 
and develop the builders of tomorrow, by providing children across the world with 
nurturing, playful learning experiences that build their skills, protect their rights, 
and foster their well-being. 

As digital technology plays an increasingly important role in children’s lives, our 
ability to leverage the positive potential of technology to reach more children and 
to augment the benefits of physical play has become central to our mission. Yet at 
the same time we have made a commitment to only engage with children in a way 
that is responsible, that protects children’s rights, and promotes their well-being. 
As such, we recognize the central importance of ensuring that our digital play 
experiences are built according to the best interests of children, with safety and 
privacy by design built in from the ground up. 

We will focus this case study on the LEGO Group’s approach to Verifiable Parental 
Consent (VPC), which has become central to our commitment to children and 
which we require before processing of children’s personal data across our digital 
ecosystems, including apps, games, and lego.com.

Figure 1: the LEGO®Life app 
uses a username generator 
or moderates custom 
names to help ensure 
that no personal data is 
included, as one way to 
enhance privacy by default

Our mission is to 
inspire and develop 
the builders of 
tomorrow, by 
providing children 
across the world 
with nurturing, 
playful learning 
experiences that 
build their skills, 
protect their rights, 
and foster their 
well-being.  

Example 1: Privacy by default

Data privacy is foundational to the LEGO Group’s digital engagement. We follow the principles of 
transparency, security, data minimization, privacy by design and privacy by default when handling 
personal data and adheres to the US Children’s Online Privacy Protection Rule (COPPA), EU General 
Data Protection Regulation, (GDPR), The LEGO Group’s Binding Corporate Rules approved by 
regulators, and the UK Information Commissioner’s Office’s (ICO’s) Age Appropriate Design Code, as 
well as other applicable national codes.

The design of our online experiences has received a lot of care and attention. They incorporate 
safety and privacy enhancing features by default. For example, LEGO®Life, our safe, social media app 
implements premoderation of content for 100% of user generated content uploaded and we playfully 
integrate a username generator (i.e., “FarmerStylishStick”) instead of requiring a child’s own name. As 
part of this, we view VPC as fundamental to our commitment to protect children’s privacy, by default. 
Prior to VPC, children using our experiences can observe the creativity and imagination of millions of 
children on LEGO®Life. However, they are unable to engage with the full experience, limiting them 
from doing more advanced activities, such as uploading and posting content and commenting on 
others’ content, until their parent or guardian has given their consent. Through the VPC process, we 
ensure that parents are engaged at important moments in their children’s digital lives and we seek to 
make sure that they and their children understand what data is being collected and why it is needed 
to enable these more advanced activities. Because VPC is a mechanism to obtain consent at specific 
times, and does not have any ongoing monitoring, parents can be aware of what digital experiences 
their child is using and children can have the freedom to explore.

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

https://www.lego.com/en-us/aboutus
https://gdpr-info.eu/issues/privacy-by-design/
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://gdpr.eu/
https://gdpr.eu/
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/binding-corporate-rules-bcr_en
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-code/
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Designing with children’s best interests in mind through 
privacy and safety features built in by default allows the LEGO 
Group to take a balanced, holistic approach to creating digital 
play experiences that keep children safe, but also support 
their right to play, right to education, right to expression, 
alongside a number of other rights of the child. 

Enabling parental consent and controls
When guiding parents through the VPC process, we try to 
communicate as clearly as possible, to both children and 
adults, while keeping it fun, intuitive and in line with the LEGO 
Group’s brand values. As an example, if the LEGO®Life app is 
downloaded and set up, a child can access a list of content 
without VPC. However, if they are under 16 and wish to do 
more advanced activities like post a photo or video, join a 
group, or create an avatar, they will be prompted to “get a 
grown-up” who will then be walked through the VPC process 
as shown in the series of screens in Figure 2.

As shown in Figure 2, the LEGO Group currently requires hard 
identifiers as a global standard including a credit or debit card 
or government ID for VPC as the company considers these 
to be the most robust mechanisms currently available, that 
both confirm the parent’s identity and are more difficult for 
children to circumvent. We are continually assessing new 
methods of identification that are robust in application, 
including piloting the use of the facial age estimation program, 
Yoti, in Europe. 

Despite significant investments in designing with parents 
and guardians in mind and through our awareness raising 
communications, there remains a significant percentage of 
adult users that drop off prior to completion (see Section 3, 
Challenges, for more details).

Figure 2: The screens that kids and parents will see in LEGO Mobile Apps helps to guide them through the VPC process

https://www.lego.com/da-dk/kids/games
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To build awareness and support the development of key 
digital literacy skills, we have developed a series of resources 
(see Figures 3 and 4) to inform and empower parents and 
guardians, including on online privacy and the role of VPC. 
We have paired these resources with other tools designed 
to foster communication and collaboration between 
children and adults to work together to navigate the digital 
world, including the LEGO Group’s Build & Talk initiative. 
This initiative helps children, parents, and caregivers have 
meaningful conversations with each other on key digital 
topics such as privacy and critical thinking with children, ages 
7 to 11, all delivered in a language children can understand — 
the language of play. 

However, the challenges related to completing VPC require 
broad, cross-sectoral, collaborative initiatives in order to build 

awareness with adults around the value of VPC and its role in 
protecting their children’s privacy. 

Alongside awareness building efforts, we continue to explore 
ways to make the VPC process easier for parents and children 
to use. The LEGO Group launched an internal VPC dashboard 
to help us improve the user experience for parental consent 
and controls. The dashboard allows our team to see where in 
the VPC flow parents are stopping or getting stuck and helps 
us improve the overall user experience. Based on information 
from the dashboard and insights gleaned from interactions 
with parents and caregivers, we streamlined the number of 
steps involved and will be deploying a new asynchronous flow 
(see Figure 6) that allows the child to keep safely playing while 
they wait for the parent to complete the VPC process.

Figure 3: Parent communications campaign video Figure 4: Parent digital hub on lego.com 

Figure 5: Parent guidance featured in our 
Build & Talk initiative 

Figure 6: The new asynchronous VPC flow, which allows 
the child to keep playing while they wait for the VCP 
process to be complete

https://www.lego.com/en-us/sustainability/children/buildandtalk
https://www.lego.com/en-us/sustainability/children/digital-child-safety/
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Enacting the best interests  
of the child and community
Acting in the best interest of the child is part of our 
commitment to protect children’s rights and foster their 
wellbeing as laid out in the Convention on the Rights of 
the Child. The LEGO Group is committed to delivering the 
Children’s Rights & Business Principles and works hard to help 
ensure that children’s best interests are reflected in all the 
design and deployment of our experiences as well as across 
all other forms of engagement with children.  

We have spearheaded this work through our longstanding 
partnership with UNICEF. Together with UNICEF, we 
introduced an industry-first Digital Child Safety Policy to 
secure the safety and welfare of children interacting with 
LEGO digital products. And we co-created the ‘Child Online 
Safety Assessment’ tool (COSA) to support other companies 
to address children’s rights online.

More recently, we have complemented this work through the 
creation of our Digital Citizenship Program in collaboration 
with the DQ Institute. The LEGO Group wants to enable 
children to become smart, responsible, and future-ready 
digital citizens ultimately allowing them to access the benefits 
and to manage the risks of digital technology, wherever they 
engage with it. 

In October 2021 we launched our Doom the Gloom 
interactive experience to promote a better understanding of 

key digital citizenship skills such as privacy, digital empathy, 
and screen time management among the whole family.

Our commitment to communicating with and empowering 
children in a meaningful way extends across other areas of 
data protection and privacy. For example, we created a child 
centric video explaining digital cookies to children that was 
featured in the ICO Transparency Champion Report and was 
voted number one by children when presented with a range 
of LEGO Group privacy communication tools. Finally, we 
have worked hard to help ensure all communication in our 
VPC mechanism is user-friendly and presented in a clear and 
relatable format.  

The LEGO Group also funds research and collaborates with 
other companies and not-for-profit organizations to usher 
in a digital future that is more child-centric and better 
aligned with children’s best interests. For example, we have 
contributed to a Future of Privacy Forum project including a 
whitepaper and infographic exploring some of the challenges 
around VPC requirements and potential paths forward. 
Additionally, we have been a member of the Digital Future 
Commission since its inception, looking into new models of 
digital innovation that support children’s rights and deliver 
against their development needs. 

We will continue to partner with like-minded organizations 
who share a common vision of a digital future that is built 
with children, for children.

Figure 7: The LEGO Group statement regarding our 
commitment to respecting children’s rights 

Figure 8: The LEGO Group’s digital 
safety avatar, Captain Safety

https://www.unicef.org/child-rights-convention/convention-text
https://www.unicef.org/child-rights-convention/convention-text
http://childrenandbusiness.org/
https://www.lego.com/da-dk/sustainability/children/unicef-partnership
https://sites.unicef.org/csr/toolsforcompanies.htm
https://sites.unicef.org/csr/toolsforcompanies.htm
https://www.lego.com/en-us/campaigns/kids/doom-the-gloom
https://www.lego.com/da-dk/kids/legal/cookie-policy
https://ico.org.uk/media/2620177/designing-data-transparency-for-children.pdf
https://fpf.org/
https://fpf.org/verifiable-parental-consent-the-state-of-play/
https://digitalfuturescommission.org.uk/
https://digitalfuturescommission.org.uk/
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SECTION 3. KEY CHALLENGES
Returning to the matter of VPC, it is clear from our experience that VPC presents a number 
of challenges to businesses looking to effectively apply it across its child-facing operations. 
It is difficult to create effective VPC mechanisms that achieve all of the following: 

• Are robust enough to help ensure that children, who are digital natives, are not able 
to get around them. 

• Do not disproportionately disrupt the user experience, creating very high levels of 
drop off and potentially high levels of exclusion to societal groups. 

• Do not require obtaining additional and often sensitive personal information from 
adults Challenge. 

Challenge 1: Many parents do not complete the VPC 
process 
Despite recent improvements made, the functionality of VPC remains challenging for 
the LEGO Group. While our VPC conversion rates remain one of the highest across 
the industry players, we continue to experience a significant drop-off when VPC is 
required, due to the complex and time-consuming process combined with low levels 
of awareness amongst parents and guardians as to why this is necessary to support 
their child’s online adventures.  

Verifying identification with hard IDs such as a government ID or credit card is 
especially prohibitive. It can drive up suspicion regarding the activities of the site and 
exclude the children of those adults who may lack the time or resources to complete 
the process. In relation to ID’s, many become frustrated when the photo of their ID is 
rejected for being blurry. 

Drop off from a robust VPC mechanism is a serious barrier to entry that has the 
potential to significantly limit children’s access to age and content appropriate play 
experiences. As a result of these challenges, children may well gravitate to other less 
appropriate or even harmful sites with lower barriers to entry.

Challenge 2: VPC requires a lot of time, budget, and staff 
resources in order to implement 
VPC is also very resource intensive. Effective implementation requires a significant 
number of employees working on VPC flow design and associated costs including 
design accounts and verification fees. 

Overall, the LEGO Group does see an urgent need to find a less disruptive, more cost 
effective and scalable solution that better manages disruption to the engagement 
experience while also continuing to protect the rights and privacy of the child. There 
is also a need for independent and rigorous insights and testing to gain a deeper 
understanding of how children and parents interact with VPC. 

Developing more effective VPC is critical to help ensure children have access to child 
appropriate digital play experiences, that parents understand the consent that they 
are giving and that businesses can continue to innovate towards child centric digital 
play experiences. To this end, there must be closer collaboration between business 
and government to achieve an optimal outcome for children, parents and companies.  

It is difficult to 
create effective 
VPC mechanisms 
that do not 
disproportionally 
disrupt the user 
experience. 

Figure 9: The message parents see 
when asked to provide their credit card 
to prove that they are an adult  
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Otsimo apps work through a high-level email structure where they get 
consent. When the parent opens the app, creating an account requires 
the parent to answer a series of questions about their child (age, whether 
they can speak, whether they can understand words, how they respond to 
sounds, etc.). The consent page appears before answering their questions 
(Figure 1). As a logged in user, the parent comes across a security test only 
when accessing certain sections within the app such as “Settings” and the 
child’s “Profile Page.” The security test consists of re-entering spelled out 
numbers as digits into the slots which appear on the page. Following that, 
Otsimo obtains consent from the parents and caregivers at every stage 
where there is an external link or a form that needs to be filled. Otsimo 
utilizes parental consent screens that are approved by Apple and Google. 

The family module allows parents to customize the app and keep track of 
their child’s development. In the Special Ed. application, there is a detailed 
report on the settings, subscription, and child activities on the family side. 

In Figure 2, Otsimo uses a parental gate; the parent must enter the 
numerical values for the written numbers to access the family module. In 
Figure 3, the family/parent module shows progress reports of children, app 
settings, FAQ, a privacy policy, and notification preferences. 

SECTION 1. MISSION AND GOALS
Otsimo is an online app that provides special education games such as strengthening 
speech therapy. The Otsimo team’s goal is to democratize special education. They 
offer developmental games focusing on cognitive, social, and language skills for 
special needs children and speech exercises for late talkers and children with speech 
delays. Otsimo’s main users are typically children ages 2 to 5 and reach more than 
400,000 users in more than 150 countries. 

The Otsimo 
team’s goal is to 
democratize special 
education.

Enabling parental consent and controls

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 1: Otsimo welcome page and pre-developmental stage

Figure 3: Otsimo Special Education family module settings and report.

Figure 2: Otsimo Special Education Augmentative or Alternative 
Communication  (AAC) parental gate.

https://otsimo.com/en/legal/page/privacy/
https://otsimo.com/en/about-us/?utm_source=ieee_case_study&utm_medium=referral&utm_campaign=2022
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Limiting data collection 
Otsimo Speech Therapy app uses peer mimicking to improve 
speech and language development, the child models first say 
the sound or word and the practicing child then repeats. It 
is more accurate when children see their mouth movements 
which is why many speech-language pathologists (SLPs) use 
mirrors during therapies, and Otsimo uses fun filters to make 
the exercises more engaging and fun for young children. As 
shown in Figure 4, Otsimo states it needs access to the camera 
and microphone, a pop-up message appears requesting access 
and informing the parents/guardians why Otsimo needs the 
access. This happens before the first exercise. 

Otsimo does not keep any recordings. All of its voice 
recognition and image processing algorithms work inside the 
device. This is important to limiting data collection to respect 
the data minimisation principle as well. The data within the 
application is always kept locally on the users’ devices, and 
does not pass on to Otsimo’s servers. This is what Otsimo 
means by the on-device algorithm in the second part, the 
audio and video data about the children, etc. remains on the 
local device.  

Figure 4: Otsimo Speech Therapy app microphone and camera access request.

Enacting the best interests of the 
child and community
Upon registration, a need-based approach is adopted and 
Otsimo gives the option for an optional developmental 
test where the results of this test will give Otsimo more 
insight about the child’s skills, and a more suited suggestion 
of a plan will be made to implement and practice daily. In 
this test, parents are asked to answer questions about the 
speech level, age, background information as to whether the 
child has had or is having any speech therapy, a diagnosis if 
the child has any, detailed information about their speech 
and vocabulary, their hearing, social habits, and actions and 
behaviors of their child. After completing the developmental 
test, parents will see areas of improvement and will be 
able to set a daily goal and see the potential change and 
development of their child with the curriculum specifically 
prepared for them. 
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Both apps, Otsimo Special Education and Otsimo Speech Therapy, have 
been designed considering the challenges for special needs children. For 
example, in Figures 5 and 6, Otsimo’s developmental tests require parents 
to select the age of their child and other specific information respectively 
in order for Otsmio to personalize the app experience. The color palettes 
were chosen with minimizing adverse health impacts in mind. For example, 
Otsimo does not use bright colors or bold patterns in theapps since 
they can create anxiety or distractions with individuals who have Autism 
spectrum disorder (ASD). 

Otsimo also minimizes the risk of sensory overload. Background music and 
game sounds are optional and Otsimo does not show any ads on either app 
for a few different reasons. Otsimo cannot control 100% of the content of 
ads and Otsimo also thinks it is unethical to put advertisements inside the 
app, which they believe would disrupt the flow of the education and may 
trigger sensory issues.

A study in affiliation with Princeton University was conducted with Turkish 
children using Otsimo’s app to see if it proved useful, and it found that the 
application improved the sequencing skills of the children (11-year-olds). 
Our team worked with the lead researcher, who was studying at Princeton 
University, as an advisor to our efforts.

Special needs children and their education require 
involvement from multiple parties. Otsimo has two 
psychologists and one educator working full-time on 
our team. Also, highly regarded autism schools and 
foundations in countries such as the USA and the 
UK offer their guidance to Otsimo. Otsimo also tests 
its apps both with children and their parents and 
caregivers through the efforts of their user experience 
(UX) team. Otsimo periodically finds parents who 
are willing to do UX testing on a 3rd party site, and 
follow the processes of downloading the apps and 
the following steps to use the app. The team does at 
least five usability tests every month to make sure 
everything is on track and working as it should, and 
manages to conduct these tests online even during  
the pandemic.

Otsimo also uses their advisory board which is 
composed of diverse perspectives, and helps the 
company develop appropriate and accurate content. 
Our mission is to build a diverse team to make every 
interaction with children educational and enjoyable. 

Figure 5: Otsimo developmental test.

Figure 6: Some of the Speech Therapy pathway questions and information for parents to 
customize the experience to the needs of the child.

Designing to consider the needs of special 
education and special needs children 

Multi-stakeholder feedback 
integrated into product design

https://scholar.google.com.tr/citations?view_op=view_citation&hl=en&user=QR87rP0AAAAJ&citation_for_view=QR87rP0AAAAJ:u5HHmVD_uO8C


5Copyright © 2022 BILGI Information Technology Law Institute. All rights reserved.

SECTION 3. KEY CHALLENGES

Parental consent is difficult to gather due to data 
related hesitation and concerns 
The families are hesitant to give camera and microphone access in fear that 
Otsimo would keep their child’s voice, visuals, data, etc. This challenge exists 
because of personal privacy concerns. While Otsimo gets parental consent at 
every stage that requires a decision, including the registration step, it is still 
difficult because this might create consent fatigue.

Parental concerns around smart screen time
Smart screen time refers to time spent with any screen, including smart phones, 
tablets, television, video games, computers, or wearable technology. Having 
children spend time with these devices is a concern among parents. There 
is still an ongoing debate about how much screen time is good and what the 
unintended impacts may be. 

Providing education that is general but specific 
enough for various needs
Special needs children, like children with autism, Down syndrome, and cerebral 
palsy have various developmental issues and different needs even if they are at 
the same age. This is especially a challenge for Otsimo Special Education AAC, as 
it caters to special needs children. This will always be a challenge for our team, 
as there will be evolving needs, technological capabilities, and socioeconomic 
factors that create challenges and barriers to access to educational tools.

SECTION 4. TEAM AND CONTACT 

Website: https://itlaw.bilgi.edu.tr/en/ 

Twitter: https://twitter.com/Bilgi_ITLaw 

Point of contact: Leyla Keser Berber leyla.keser@bilgi.edu.tr 

LinkedIn (Otsimo): https://www.linkedin.com/company/otsimo 

CONTRIBUTOR

Learn more at standards.ieee.org/childrens-data-governance

While Otsimo gets 
parental consent 
at every stage that 
requires a decision, 
including the 
registration step, 
it is still difficult 
because this might 
create consent 
fatigue. 

Please note that we are independent researchers and do not promote Otsimo. 
We have the permission of Otsimo to publish this case study. We thank Zafer 
Elcik and the Otsimo team for their collaboration and great support during the 
drafting of this case study.

https://itlaw.bilgi.edu.tr/en/
https://twitter.com/Bilgi_ITLaw
mailto:leyla.keser@bilgi.edu.tr
https://www.linkedin.com/company/otsimo
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SECTION 1. MISSION AND GOALS 

PRIVO’s mission is to power and promote a healthy and robust privacy preserving digital 
ecosystem. We view this ecosystem as a digital operating environment in which the entire 
spectrum of stakeholders (including consumers of all ages, authorized digital guardians for 
vulnerable populations, privacy advocates, legislators, and businesses) operate within a 
clear framework of privacy rules and consumer rights and protections. 

Within this ecosystem, our primary roles are to a) equip minors and parents with tools 
to protect their privacy and action their rights; and b) to enable organizations to better 
protect and responsibly engage or limit interactions with children and teens in their digital 
apps and services while meeting regulatory requirements and business objectives.

PRIVO’s software and compliance solutions facilitate privacy protections for minors of 
all ages by ensuring that subscriber companies adhere to child privacy requirements. 
Protections and requirements vary globally for children. For example, the age of consent 
is not consistent across jurisdictions, so we configure our solutions to address these 
requirements for each company subscribing to our service. 

To achieve the company’s mission, PRIVO’s Privacy-as-a-Service platform delivers on the 
following goals:

a) Support to help ensure that children may easily engage in digital play and learning  
 without risking their privacy or safety

b) Enable parents to efficiently manage their children’s digital access, permissions,  
 and records

c) Equip minors with tools and information to understand and exercise their data 
  protection rights, in an age-appropriate manner

d) Provide outcomes to demonstrate that companies with privacy-preserving practices  
 build stronger brands, trust, and integrity

For companies seeking to engage minors, our privacy tech platform provides configurable 
services to ensure compliance with key applicable minors’ digital privacy regulations, 
including the US Children’s Online Privacy Protection Act (COPPA), the EU General Data 
Protection Regulation (GDPR), and the UK Children’s Code. PRIVO services can also be 
configured to restrict minor’s access to digital services where required, for compliance 
with regulations or privacy and safety needs. 

PRIVO’s mission 
is to power and 
promote a healthy 
and robust privacy 
preserving digital 
ecosystem.   
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https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://gdpr-info.eu/
https://gdpr-info.eu/
https://ico.org.uk/for-organisations/childrens-code-hub/
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Enabling parental consent  
and controls 
In years of research and customer service conversations, 
parents have repeatedly shared that the constant barrage 
of privacy notices and requests for consent from their 
children’s countless digital apps and services have become 
noisy, tedious, and confusing. This creates consent fatigue, 
which is a significant issue because it may lead some parents 
to inadvertently approve or deny access to services and 
features that they may have handled differently with more 
clarity and context. Further, many parents may be concerned 
that their children may have misrepresented their ages to 
gain access to popular, risk-laden social platforms and online 

services, resulting in failure to inform parents and seek 
consent when it matters the most.

Just-in-time parental consent 
The platform leverages a just-in-time sliding scale consistent 
with COPPA that also meets requirements of other minors’ 
privacy regulations for obtaining verifiable parental consent. 
For example, at one end of the scale, creating a limited use 
account with login credentials, absent an email for account 
management, may require no parent notice or consent. 
However, at the other end of the scale a parent must be 
verified and provide consent for children to publicly share 
videos, photos, voice recordings and for community features 
such as chat. See Figure 1.

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 1: An illustration of COPPA’s sliding scale approach to parental consent for children under the age 
of consent. By using this sliding scale, the service provides a solution that is tailored to the experience, 
making parental consent or revocation easy, convenient, scalable, and privacy preserving. 

3
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Parents may register devices to block age restricted content: 
We recently enhanced the platform with a patented device 
protection registry service in which parents may register 
any digital device used by their child (e.g., mobile phone or 
tablet) to block a device’s access to services and content 
that are age-restricted for the child’s current age. This new 
service is designed as an innovation in parental control 
meant to counteract the ease with which children can falsify 
their ages to gain unquestioned access to age restricted 
services for which the child does not yet meet  
the minimum age. 

Consent management dashboard
Our consent management dashboard holds each parent’s 
preferred methods for receiving direct notices. This service 

reduces the amount of personal information a child must 
provide about their parent to initiate a consent request, and 
also limits the number of services that collect, process, and 
store a child’s personal information.

Creating in-platform triggers  
to parental consent
The platform allows children to initiate the registration 
process with participating companies. If and when consent 
is required, the service can trigger the solution to seamlessly 
obtain the correct level of parental consent, for example to 
upload a video for a contest or allow access to community 
features. See Figure 2 and Figure 3.

Figure 3: Child initiated 
registration. The child may 
access the service with 
their own login credentials 
or initiate the request for 
consent with a parent code 
or parent email. 

Figure 2: Example consent 
email and permission page 
for parent to approve a child 
initiated request for parent 
consent for entering a contest.

4
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ENACTING THE BEST INTERESTS OF THE CHILD AND COMMUNITY

APIs for SMART Age Gate and Age  
Verification services
When visiting many apps and services, children may easily enter a 
false age or birthdate, and gain access to potentially traumatizing 
content, engage directly with adults or older minors, or share 
data in environments that have bypassed requirements for notice 
and consent by parents. This can lead to substantial documented 
harm, including emotional trauma, bullying, depression, and 
identity theft. To address this, the platform includes application 
programming interfaces (APIs) which allow customers’ digital 
apps and services to communicate with our SMART Age Gate 
and Age Verification options for children, teens, and adults. This 
helps our customers protect children from harm by properly 
confirming children’s ages and providing them with permissioned 
access to services with tools and protections that have been 
designed for use by children. 

Educating children about the risks of data 
collecting platforms
Our platform is designed to encourage children to be truthful 
when entering information regarding their age to a requesting 
online service or app. It provides direct touchpoints to educate 
children to better understand the potential risks associated with 
entering birth dates to appear older. We also reward children 
and teens for taking the necessary steps to verify their birth 
dates to secure the verified child and teen account credentials. 
Over time, we believe the aggregated network effect of this 
approach will have a substantial impact on improving minors’ 
digital privacy and safety. See Figure 4.

Figure 4: Educating children and teens regarding benefits and options for verifying their age.

5
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Educating parents about the risks of 
online data collection for their children
Through access to our protection registry, we are also working 
to better educate parents around the particular risks their 
children encounter when given access to digital services based on 
misrepresenting their ages and providing personal information 
online. PRIVO has compiled a curated directory of tools and 
resources to help parents understand specific digital risks and 
regulations. See Figure 5 and Figure 6.

By helping parents to understand the potentially serious dangers 
that exist for children interacting in digital environments 
designed exclusively for adults, PRIVO expects to increase 
conversion rates for parents completing verification processes 
and proactively protecting their children’s digital devices and data 
to offer increased protection. 

Figure 6: Sample resource for 
parents to teach kids about 
creating strong passwords.

Figure 5: Curated Tech Safety 
Directory for parents.
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SECTION 3. KEY CHALLENGES

Corporate avoidance of COPPA compliance
The Federal Trade Commission (FTC) assesses whether a website or app is directed to 
children and therefore must be compliant with COPPA, based on a variety of criteria, 
including, in their words, “the subject matter of the site or service, visual and audio 
content, the use of animated characters or other child-oriented activities and incentives, 
the age of models, the presence of child celebrities or celebrities who appeal to kids, ads 
on the site or service that are directed to children.” If a company claims that their site is 
for a primary audience of people ages 13 and older, but their site attracts children under 
age 13, the company may need to determine the age of their individual users if they are 
going to collect personalized data from them. Although allegations and serious fines now 
make frequent headlines, many companies have avoided addressing COPPA provisions  
because they wrongly believe the laws do not apply to their services. 

Lack of accountability for unverified age credentials  
by major social media and tech players allows unsafe, 
underage platform use
Many social media companies and digital properties state the minimum age for their 
services is 13 (or the age of consent for a particular jurisdiction). In spite of their stated 
age restrictions, some allow users to enroll without any attempt to verify the user’s age. 
When some companies become aware that large numbers of children under a certain age 
threshold establish accounts on their services, they reportedly take steps to suspend and 
delete those accounts once identified. However, these companies typically do not modify 
their policies or products to avoid continuing to allow children to misrepresent their ages. 
Further, they allow their account credentials to be used to access other services, which 
effectively then allow unverified minors to access age restricted services. This market 
condition substantially undermines efforts to improve digital privacy and safety for minors.

For example, Instagram’s® privacy policy indicates a minimum age of 13 for users in the 
U.S. Yet, this company (and many others) repeatedly share that they are regularly deleting 
accounts of under-age users. Instagram head Adam Mossieri noted in September 2021 
that his company had deleted the accounts of 600,000 under-age users in the past three 
months. Yet, they did not enact new processes to verify that prospective users met the 
minimum age requirement, when individuals request an Instagram account. And, even 
with this knowledge in hand, they continue to allow other services to use Instagram 
credentials to access additional age-restricted services without any corresponding 
warnings that many of their credentials are likely held by children.

Parent understanding and engagement
Based on our engagement with parents and research, there are varying levels of 
understanding regarding children’s privacy risks and protections among parents. These 
insights are more broadly confirmed by ongoing research. For example, one UNICEF 
article mentions “in many countries, children lack a supportive and/or informed adult 
in their lives who can teach them to navigate the internet safely, or offer support when 
needed.” In others, “on average, parents’ level of digital skills is equivalent to that of 
a 14 year-old child.” These and other factors reinforce our view that it should not be 
the parent’s exclusive responsibility to fully understand and manage a company’s data 
policies or to be able to sufficiently manage the outcome of that data themselves. 

In spite of their 
stated age 
restrictions, many 
social media 
tech companies 
allow users to 
enroll without any 
attempt to verify 
the user’s age.  
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SECTION 4. TEAM AND CONTACT
Website: https://www.privo.com/

Twitter: @PRIVOTrust - https://twitter.com/PRIVOtrust

Denise Tayloe: https://www.linkedin.com/in/denisetayloe/

Claire Quinn: https://www.linkedin.com/in/clairefootquinn/

Point of contact: Shauna Leff, sleff@privo.com

CONTRIBUTOR

Learn more at standards.ieee.org/childrens-data-governance

8

https://www.privo.com/
https://twitter.com/PRIVOtrust
https://www.linkedin.com/in/denisetayloe/
https://www.linkedin.com/in/clairefootquinn/
mailto:sleff@privo.com
standards.ieee.org/childrens-data-governance


YOTI

Digital identity platform to help organizations assess 
the age of their users and comply with UK’s Age 
Appropriate Design Code 

By: Julie Dawson, Yoti, Director of Regulatory and Policy 

http://www.ieee.org/index.html


2Copyright © 2022 Yoti. All rights reserved.

SECTION 1. MISSION AND GOALS
Yoti is a digital identity platform for organizations who need users to verify their 
age or identity. It allows people to share less sensitive personal data when setting 
up an account such as social media or gaming. It lets users log in, access, or buy 
age restricted content, goods, or services, while preserving their privacy. We 
approach our product process in a way that minimizes data sharing. For example, 
instead of revealing the entire contents of an identity document such as a birth 
certificate or passport, the organization can simply ask a user to verify that they 
are over 13 or over 18.

In turn, we enable organizations across sectors to offer a range of age assurance 
options to meet their regulatory needs by country. Some examples include age 
verification linked to government issued identity documents, age estimation using 
facial analysis1, and checking credit card or mobile phone numbers.

Figure 1: Age verification options only ask 
whether the user is over or under a certain age 
threshold, not the actual age. We then share 
the result of the age check, such as 18 or over, 
with the requesting party. No other personal 
information is shared.

Yoti is a digital 
identity platform 
for organizations 
who need users to 
verify their age or 
identity.  

Example 1: Limiting data collection
Many policies and companies aim to protect children against 
online risks such as unwanted adult contact, grooming, 
or access to adult content by providing services with age 
verification and appropriate content moderation. Through 
the Yoti Age Portal, an organization can choose from a wide 
range of age verification solutions. According to the World 
Bank, an estimated one billion people around the world do 
not own an identity document. Even for such persons, Yoti 
offers a range of approaches to prove a user’s age, including 
ones that do not have an ID document. 

In terms of limiting data collection, if the regulation in a 
country just needs an ‘over 18 or under 18 attribute’ then 
they can use this relevant option. Only the ‘over 18’ or 

‘under 18’ data point is shared with the organization needing 
to check age and nothing more.

Another example that illustrates limiting data collection is 
through Yoti’s age estimation based on facial analysis. The 
user’s image is instantly deleted and no other details are 
shared after the age check. Yoti does not ‘learn or retain’ 
anything further from these checks. We note that this 
algorithm in Yoti’s age estimation system does not recognise 
or authenticate any individual. It is a neural network that has 
been trained with images of faces with known ages so that 
it can detect a face and analyse the new face to assess the 
user’s age. 

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

1 This case study contains discussion of facial analysis technology. IEEE recognizes the significant debate on the benefits and detriments of facial recognition and related   
  technologies. Inclusion of this material is not intended to signify IEEE endorsement of this area of research and is only presented for informational purposes. 

https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-code/
https://eur-lex.europa.eu/eli/dir/2018/1808/oj
https://documents1.worldbank.org/curated/en/625371611951876490/pdf/Identification-for-Development-ID4D-2020-Annual-Report.pdf
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Limitations of Yoti’s age estimation
We recognize the technology and algorithms used in the age estimation system are not 
always perfect. While there is no guaranteed way for any technology to fully prevent 
potential harms, our team is aware and actively aims to prevent these unintended 
impacts by creating safeguards which include independent external review, by bodies 
such as the Age Check Certification Scheme2  and bias review with Dr. Allison Gardner, 
Keele University (and participant in IEEE P7003 working group on algorithmic bias 
considerations). More details can be found in our quarterly white paper called Yoti Facial 
Age Estimation. In it, we openly discuss our age estimation via facial analysis technology 
and its level of accuracy and associated false positives and false negatives. 

Figure 3: This screenshot shows a view of 
different age verification methods that 
organizations can offer to verify users’ age 
and ensure they only access age appropriate 
content. The different choices of methods 
presented allows to cater for user preferences 
and market specific limitations in terms of 
access to certain verification methods.

Figure 2: Yoti Facial Age Estimation  
White Paper cover page.

Example 2: Implementing age appropriate application
Yoti offers six ways for companies who use the platform to 
enable consumers to prove their age:

1. Facial age estimation

2. Sharing just an 18 plus attribute via a one-off upload  
 of an ID document

3. The reusable Yoti digital ID app

4. Reference check to a mobile operator provider referring 
 to onboarding age check 

5. Database check (e.g., to electoral roll registries to check 
 that someone is registered to vote, and so is aged over 18) 

6. Credit reference agency check (see Figure 3)  

It takes two hours for a technician to integrate the Yoti  
Age Portal to their appropriate site. Then, the company  
can A/B test the age verification methods that work best  
for their organization to meet specific regulations and 
cultural expectations.

We recognize that there is no perfect solution and 
universally preferred way for consumers to validate their 
age to use an online product or service. The options are still 
evolving and different methods will work better in different 
geographies or contexts. For example, age estimation may 
work better for young people who do not have access to ID 
documents, while checks to identify documents may work 
better for older users. We saw that this was difficult for 
large content platforms to adjust to and orchestrate across 
countries, regions, and languages. 

  2 https://www.accscheme.com/media/2ntishhf/age-estimation-results-executive-summary.pdf.

https://www.yoti.com/blog/yoti-age-white-paper/
https://www.yoti.com/blog/yoti-age-white-paper/
https://www.accscheme.com/media/2ntishhf/age-estimation-results-executive-summary.pdf
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Example 3: Enabling parental consent and controls
Yoti has developed a method for parental consent based on 
facial analysis. In the same way that owning a credit card 
account with a bank is an indicator that a person is over 18 
in most countries, age estimation via facial analysis is a low 
friction and inclusive way for an adult to be able to prove 
they are over a given age to provide consent.

Any company can implement this approach in their product 
user experience, using an API. The approach does not 
require the parent to download an app. The parent is given 
an information screen which explains that to confirm they 
are the parent, they must take a selfie and have their age 
assessed using their face. We explain and ensure that their 
image is not stored or used for any other purpose; it is 

instantly deleted and we cannot identify anyone personally. 
See more details in the Yoti white paper.

When a person looks into their camera, their age is assessed 
and if they are old enough to be the parent, they can then 
give parental consent. It takes just a few seconds. We 
prevent fraudulent use using anti-spoofing techniques so 
that a child cannot pretend to be the parent and fake their 
parent’s consent. Traditional parental consent systems often 
rely on credit cards and social security numbers, but there 
are many countries around the world where credit card 
ownership is not ubiquitous, limiting access and protection 
to many of the people that need it most. We highlight more 
on circumvention challenges in the next section.

Figure 4: Parental consent screens during installation and 
registration. Organizations can strengthen their parental 
consent processes by asking parents to prove they are old 
enough to be a parent or guardian. The child may simply hand 
over the device to their parent, or an invitation may be sent  
by SMS or email to the parent.

https://ico-newsroom.prgloo.com/news/ico-supports-projects-to-strengthen-childrens-privacy-rights
https://ico-newsroom.prgloo.com/news/ico-supports-projects-to-strengthen-childrens-privacy-rights
https://www.yoti.com/blog/yoti-age-white-paper/
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SECTION 3. KEY CHALLENGES

Industry challenges
The UK’s Age Appropriate Design Code (AADC) and other children’s 
policies have been introduced and require companies to act ‘in 
the interest of the child. Practically speaking, this means that all 
stakeholders of a service must consider what they offer to children 
and apply safety technology with a risk assessment geared towards 
children. However, in order to do this, platforms need to be able to 
recognise the ages of their users in ways which are proportionate, 
data minimised and privacy preserving.

One key challenge is to address how easy it is for children or adults 
to circumvent age gates, parental consent, or permissions. A quick 
search can show how kids share tips online amongst themselves, 
with clear YouTube videos on ‘how to bypass parental restrictions.’

For instance:

• It is simple for someone to create two emails and pretend to be 
both the adult and the child. 

• Knowledge based information such as a name and address can 
easily be shared and used repeatedly. 

• Children can ‘borrow’ a parent’s credit card and mobile phones 
are handed down or shared in families and parents may set up 
‘pay monthly’ contracts for children, so it is not safe to assume 
that phones originally sold to adults are used by adults only.

• Self declaring age, by ticking a box and asserting ‘I am over 13’ or 
‘I am over 18’ has clearly enabled many young people to bypass 
age gates. Thorn’s 2021 survey showed 45% of 9-12 year olds 
accessing 13+ Facebook daily.

Figure 5: Graphic explaining the Age Appropriate 
Design Code. Image reprinted with permission 
from 5Rights Foundation, Demystifying the Age 
Appropriate Design Code © 5Rights Foundation 2019.

SECTION 4. TEAM AND CONTACT 

Website: www.yoti.com

Twitter: @getyoti

Point of contact: julie.dawson@yoti.com

CONTRIBUTOR

Learn more at standards.ieee.org/childrens-data-governance

https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-code/
https://www.youtube.com/watch?v=rA6J8cFSvIY
https://www.youtube.com/watch?v=rA6J8cFSvIY
https://news.o2.co.uk/2011/03/03/mobile-phones-and-age-verification-your-questions-answered/
https://news.o2.co.uk/2011/03/03/mobile-phones-and-age-verification-your-questions-answered/
https://info.thorn.org/hubfs/Research/Responding%20to%20Online%20Threats_2021-Full-Report.pdf
https://www.yoti.com/
https://twitter.com/getyoti
milto:julie.dawson@yoti.com
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THE HARU ROBOT
A social robot companion for children 
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Honda Research Institute envisions a society in which the 
relationships between autonomous cyber-physical systems, 
humans, and nature might be mutually beneficial. We 
built the Haru robot, a rich and multifaceted platform, to 
investigate cognitive, social, and empathetic engagement 
between humans and robots. Haru is currently a research 
prototype designed in collaboration with consortium 
partners. Current research with Haru and children are aimed 
at developing a companion robot for long-term cohabitation 
in a home setting and a mediation robot for groups of 
children in an educational setting such as schools and  
day care.    

The Joint Research Centre (JRC) of the European Commission 
provides scientific evidence for the support of EU policy-
making. In the context of the design and development of 
social robots for children, the JRC uses various methodologies 
to understand the impact of certain robot designs on 
children’s cognitive and socio-emotional development. 
Based on this scientific evidence, in combination with the 
fundamental rights of the child, the JRC envisions to provide 
guidance to all the involved stakeholders for the design, 
development, and deployment of trustworthy robots  
for children.

The Haru robot is a table-top robot which communicates  
via face and body movements, voice, and through  

non-verbal sounds. Haru can rotate its base, lean the neck 
and stroke, tilt, and rotate the eyes. Furthermore, each of the 
eyes include a 3-inch display (see Figure 1). A combination 
of those elements creates Haru’s expressive behavior for an 
appropriate interaction with children.

Currently, the Haru robot is still in an experimental phase and 
it is not a commercial product. It has been selected as one 
of the eight case-studies to pilot UNICEF’s recently published 
Policy Guidance for AI and Child’s Rights. One of our goals is 
to develop a set of technical requirements and frameworks 
to facilitate the integration of children’s fundamental rights as 
appeared at the United Nations Convention of the Rights of 
the Child into the Haru robot.

In addition to our partners, to develop the Haru robot we 
included more stakeholders such as children, educators, and 
parents from Japan, Uganda, Greece, and the United States 
who helped shape Haru’s behaviors and responses for social 
interaction. For both HRI-JP and JRC, it was important to base 
the design decisions for the Haru robot on scientific evidence. 
For this reason, all the studies were published in relevant 
conferences as scientific papers (e.g., HRI2021, IDC2021, 
WeRobot2021) and informed UNICEF’s Policy Guidance on  
AI and Child’s Rights with a dedicated report.

Figure 1: The Haru robot which is being developed by the HONDA Research Institute.

Haru is currently a 
research prototype 
designed in 
collaboration 
with consortium 
partners.  

SECTION 1. MISSION AND GOALS

https://creativecommons.org/licenses/by/4.0/
https://mypersonalrobots.org/
https://www.unicef.org/globalinsight/reports/policy-guidance-ai-children
https://www.unicef.org/globalinsight/reports/policy-guidance-ai-children
https://www.ohchr.org/EN/professionalinterest/pages/crc.aspx
https://www.ohchr.org/EN/professionalinterest/pages/crc.aspx
https://dl.acm.org/doi/abs/10.1145/3434074.3444875
https://dl.acm.org/doi/abs/10.1145/3459990.3465184
https://werobot2021.com/wp-content/uploads/2021/08/Charisi-et_al_Social_robots_and_Children_VER3.pdf
https://www.unicef.org/globalinsight/media/2206/file
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Principle 2: Enacting the best interests of the child 
and community
Integrating UNICEF’s definitions
First, we adopted UNICEF’s definition of children’s well-being which emphasizes on children’s 
health and safety, their material security, their education and socialization, and their sense 
of being loved, valued, and included in the families and societies in which they are born. In 
order for the Haru robot to be aligned and protect children’s well-being, we built a system 
where every application of the robot, such as robot-mediated story-telling, is shared with 
relevant stakeholders, like educators and parents, before we deploy any feature updates. 
In the current prototype version of the system, a moderator gives the stakeholders access 
to monitor the whole workflow from content creation, moderation, and deployment and 
provide text-based comments in a special commentary section. 

Principle 1: Centering around equity, accessibility, and non-discrimination
One of the main characteristics of the Haru robot is that it has been designed with equity, 
accessibility, and non-discrimination in mind. This means the robot should be accessible to 
children from typically under-represented groups from a variety of economic and socio-
cultural backgrounds. The team conducted participatory studies with children from ages 6  
to 16 years old in Uganda, Japan, and Greece with the use of ethnography-inspired methods. 

In addition, we combined the results of our cross-cultural participatory design study with 
the existing research on child development and child-robot interaction in various cultural 
contexts. For example, one attribute we learned from these participatory sessions was that 
children with different cultural and socio-economic status might prioritize different aspects  
of fairness in their everyday activities. We also found it was important to consider local 
cultural aspects to adapt the robot to different settings from an urban school setting in Tokyo, 
Japan versus a rural school in Bududa, Uganda. According to our findings, in the case of the 
urban school, children want a robot that would support individual personalized needs while 
in the case of the rural school, children talked about their need to have a robot that would 
connect them with other children around the world. 

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

Figure 2: Participatory research 
with children at the Bunabumali 
Good Samaritan Primary School 
in Eastern Uganda.

Principle 3: Education and development through 
implementing age and developmentally-
appropriate application
The Haru robot promotes children’s education and development by hands-on participation. 
We work together with educators to develop a curriculum for embodied artificial 
intelligence (AI) literacy for children from ages 6 to 16 years old. We developed a platform 
that facilitates children’s involvement in the design process. More specifically, we have 
developed the following collaborative activities:

1. Collaborative story-telling activities: We developed a library of classical stories that are 
elaborated by the robot in collaboration with the children. For these activities, the input 
of the children is collected through a tablet-based interface which has been especially 
designed to be child-friendly and easily accessible.

2. Collaborative small-talk activities: We developed a variety of conversation applications in 
which the robot engages with the kids in small talk such as asking about their experience 
at school, how their day was, etc.

Figure 3: Participatory action 
research with students at the 
Jiyugaoka Gakuen High School, 
Tokyo, Japan.

https://creativecommons.org/licenses/by/4.0/
https://www.unicef.org/reports/worlds-influence-what-shapes-child-well-being-rich-countries-2020


4Copyright © European Union and Honda Research Institute, 2022, licensed under CC BY 4.0 

Principle 4: Limiting data collection and default settings

The team follows the internal Honda Research Institute’s standard operating 
procedure called “minimum requirements for robot functionality” when it comes 
to data gathering. This means that the robot collects only the necessary data for 
functionality purposes. By default, the system does not record or track the child’s 
behavior, which means that the settings are automatically very conservative. The 
system operates without mining data to improve its learning function unless it 
is explicitly allowed by the user. The robot by default makes only the necessary 
estimations on the child’s current state to operate a certain task in collaboration 
with the child and it does not make any unrelated-to-the-task estimations. The 
parents should then approve the defaults and explain the processes to the child. 
In the case where the parent and the child decide for more advanced robot 
behavior, for example the robot’s gaze follows the child’s movements, the user is 
requested to change the settings. This process is accompanied by a child-friendly 
explanation of the tracking behavior of the robot. In a later version of the robot, 
the explanation will be given by the robot in a child-friendly way.

Figure 4: Participatory action research with students at the Jiyugaoka 
Gakuen High School, Tokyo, Japan.

Children’s 
participation, 
especially from 
under-represented 
groups, helped 
us better 
understand the 
current challenges 
from their own 
perspective.  

https://creativecommons.org/licenses/by/4.0/
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SECTION 3. KEY CHALLENGES

Need to accommodate cultural 
diversity—It is difficult to integrate and 
accommodate for all types of cultural 
context in the Haru robot
The Haru robot was built and designed to be used in real-
world environments including homes and schools. We 
also want the robot to be accessible and used by children 
from different socio-economic and cultural backgrounds. 
The challenge is that this population is very diverse and 
difficult to model by existing use-case scenarios. One 
specific example of this challenge is how to integrate 
the robot effectively and meaningfully in societies that 
prioritize different values such as collective or individualistic 
structures.

Need for transparency among  
the relevant stakeholders 
During our empirical studies, we observed that the 
development of robots requires the involvement of multiple 
stakeholders, where collaboration and understanding from 
various perspectives are difficult to lay out. For example, 
during our empirical studies with the Haru robot in 
schools, we had to pay special attention to understand and 
successfully communicate children’s needs and preferences 
about the robot’s functionality. Additionally, the lack of 
understanding of parents and educators regarding the 
emerging opportunities and risks of robots for children 
requires careful consideration. We often observe that 
parents and educators overestimate the capability of 
the robot’s integration into the natural unstructured 
environment of children’s everyday lives which leads to  
a mismatch between their expectations about the system 
and the actual outcome. 

Necessity to further understand  
the foundation of children’s tendency  
to connect with a robot
Existing research indicates that children develop various 
forms of connection with the robot, which facilitates their 
collaborative learning process and task engagement. However, 
often it has been observed that children have a tendency to 
overtrust the system even if the system is not specifically 
designed to trigger emotional bonds with the child. This 
phenomenon might be rooted in children’s predisposition 
to attribute anthropomorphic characteristics to inanimate 
objects. For example, we have observed that a robot that 
might make mistakes can be perceived as knowledgeable and 
trustworthy. In effect, robot designs might have unintended 
outcomes depending on the personality of the interacting 
child and the context of the interaction, which means that 
there is a necessity to further understand the nature of the 
children’s connection with a robot.  

Need to address the lack of equity in 
basic infrastructure and resources
For the development and deployment of robots in an 
inclusive way that would promote equity among all children, 
there is a need for a basic infrastructure, including Internet 
connection. For example, in order for the Haru team to 
deploy the robot-supported activities at our collaborating 
school in the rural area of Uganda, we had to consider 
the limitations of the local infrastructure. In relation 
to this, the national financial situation and educational 
resources of a country might affect children’s access to such 
technology. We need to make sure that all children have 
equal opportunities to get involved in the current advances 
on robots for children and to develop low-cost robots that 
would be accessible to all children.

SECTION 4. TEAM AND CONTACT 

Website: https://mypersonalrobots.org      Twitter: @CharisiVicky

Point of contact: r.gomez@jp.honda-ri.com  and vasiliki.charisi@ec.europa.eu

This work was led by Randy Gomez and Vicky Charisi and it was realized with  
the collaboration of a multidisciplinary team of scientists, engineers, designers  
and educators whom we would like to thank for all the great work.

Team and contact: We thank L. Merino, F. Caballero, T. Imai, T. Riinta, J. Nakhayenze,  
D. Szapiro, P. Alvito and S. Šabanovic and all the participant children. 

CONTRIBUTOR

Learn more at standards.ieee.org/childrens-data-governance

https://creativecommons.org/licenses/by/4.0/
https://mypersonalrobots.org
mailto:r.gomez@jp.honda-ri.com
mailto:vasiliki.charisi@ec.europa.eu
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SECTION 1. MISSION AND GOALS
Our team is Learning Equality (LE), a non-profit organization based in the United 
States that creates and supports tools to enable equitable access to high-quality 
educational opportunities, with an emphasis on supporting learning in communities 
in low-connectivity contexts. LE develops and manages Kolibri, an adaptable set of 
open solutions to support learning for nearly half of the world that still lacks Internet 
access. Centered on an offline-first learning platform that runs on a variety of low-
cost and legacy devices, Kolibri includes an online curricular tool to organize learning 
resources, a library of open educational resources, and a toolkit of resources to 
support training and implementation in different types of learning environments. It 
has a completely offline access and distribution model which is uniquely positioned 
to support learning in these contexts to provide quality learning experience similar to 
what is available on the Internet. In practice, local implementing organizations from 
around the world are the primary implementers of Kolibri in learning settings, and 
directly interact with the learners and educators.

Figure 1: Educator 
lesson creation tool 
in Kolibri, enables 
the learners to have 
access to assigned 
resources that are 
relevant to their 
respective learning 
needs and age levels. 

Figure 2: Educator dashboards in Kolibri, managed by Learning Equality. As shown, educators 
have tools to personalize learning to meet the age-appropriate needs of learners. 

LE develops and 
manages Kolibri, 
an adaptable set  
of open solutions 
to support learning 
for nearly half of 
the world that 
still lacks Internet 
access.  

Implementing age-appropriate application while limiting data collection
Kolibri provides access to a curated and openly licensed 
educational content library available in a variety of 
languages, subject areas, and grade levels from Kindergarten 
to Grade 12. Kolibri’s catalog of content includes materials 
drawn from the many sources in this library, along with 
additional materials uploaded by users, and can be aligned 
according to relevant national curricular standards. 
Kolibri supports differentiated learning and personalized 
instruction, allowing learners and coaches to engage with 
rich learning, guided digital and analog learning pathways.

Kolibri collects the data in the platform so that educators 
can then track learner progress, identify learners who are 
struggling and may need additional support, and make use 
of tools to further differentiate and personalize learning, as 
shown in Figures 1 and 2. Educators only see the learner’s 
full name [usually first name and last name (full or initial)], 
while other personally identifiable information (PII) in the 
form of birth year, and gender (optional) is only visible to 
the administrator. This enables educators to meet the age 
appropriate needs of learners while limiting data collection.

SECTION 2. KEY TRUSTWORTHY DESIGN PRINCIPLES

https://creativecommons.org/licenses/by/4.0/
https://learningequality.org/
https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
https://studio.learningequality.org/en/channels/#/public
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Protecting personal data and information
Across all of our Learning Equality products, including Kolibri, 
we avoid storing personally identifiable information (PII) by 
default where possible. Instead of identifying users by their full 
names, we identify users in our backend system via randomly 
generated database IDs, pseudonymous user IDs, and optional 
full names. The Kolibri software also does not store PII including 
emails or birthdates. In December 2019, we released Kolibri v0.13 
which began to collect optional fields of user demographic data, 
specifically gender, and birth year. This decision to keep the fields 
optional was due to data privacy concerns. 

Kolibri data is collected using three methods: 

1. Telemetry: When the Internet is available, anonymous (and 
pre-aggregated and selective) statistics are sent back to Learning 
Equality’s telemetry server from offline installations in cases 
where they periodically connect to the internet. This also includes 
aggregated demographic data.

2. Kolibri Data Portal: The Kolibri Data Portal tool aggregates 
learner data from the Kolibri Learning Platform, and shares 
statistics about users’ activity from across a multi-site project, 
along with trends over time, but without revealing identifying 
information about individual users. When reports of more 
granular user interaction are exported into spreadsheet format, 
users are only identified with a unique identifier, and not with 
any PII, shown in Figure 3. 

3. Direct Collaborators: Kolibri operates with a distributed peer-to-
peer model through which offline devices can sync directly with 
one another, making data collection possible even from devices 
that are always offline and may not even be used in proximity 
to a more central server such as in a school. This peer-to-peer 
model also enables organizations to collect data without the 
Internet to then use for their own analysis, to share directly with 
Learning Equality, or to sync via the Kolibri Data Portal. 

The Kolibri team also aggregates data across multiple locations to 
understand trends and outcomes across projects, which enables 
Learning Equality and researchers to improve development and use 
of the product. 

From a research perspective, Learning Equality enables access to 
open, anonymized data sets to protect data privacy and challenging 
biases in data collection. As a result of this collection, Learning 
Equality and researchers can better understand the learning 
behaviors, constraints, and experiences from learners who are 
otherwise under-acknowledged by those using learning data from 
purely online sources, and continue to build tools that limit data 
collection while improving learning and the experience of users. 

Figure 3: A summary report of a sample organization in 
the Kolibri Data Portal, managed by Learning Equality. 
As shown, numbers are aggregated around active 
learners and staff, but without revealing any personal 
information about the individual learners. 
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SECTION 3. KEY CHALLENGES
Ownership of data collection
One challenge is that these partner administrators may have limited capacity 
or knowledge to act as a responsible data manager with respect to the data 
collected in the platform. Therefore, these administrators require further 
training and guidance as data collectors and guardians of sensitive data. For 
example, they may need to be trained to properly manage the security of 
individual devices that run Kolibri. This is a challenge because many instances of 
Kolibri are running on outdated, insecure operating system versions. 

Additionally, given that Kolibri is distributed as a do-it-yourself access model, 
Learning Equality does not know who the majority of its users are at the partner 
sites. This means it would be difficult to track any wide data abuse with Kolibri, 
particularly in no-connectivity localities. For example, a Kolibri administrator 
could be extracting learner performance data from Kolibri and selling access 
to that data to job recruiters. For these reasons, it is important for Learning 
Equality to focus on capacity building, clear documentation, and an user-friendly 
interface to ensure that administrators, coaches, and learners are aware of how 
data is being collected and used, and what they can or cannot do with it.

Limited availability and usability  
of digital learning materials
It is always a challenge to not have enough learning materials that are specifically 
catered to various learning needs, openly licensed and locally relevant in a 
variety of different languages. Meeting the age appropriate needs of learners 
requires having access to a more diverse content library than is currently 
available. In addition, more resources are required to engage local educators 
who can develop supplemental materials that similarly responds to the needs of 
the local learning environment and is appropriately protective of learner needs. 

SECTION 4. TEAM AND CONTACT 

Website: https://learningequality.org/

Twitter: https://twitter.com/LearnEQ

Point of contact: Navya Akkinepally, implementations@learningequality.org
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Learn more at standards.ieee.org/childrens-data-governance

[I]t is important for 
Learning Equality to 
focus on capacity 
building, clear 
documentation, 
and an user-friendly 
interface to ensure 
that administrators, 
coaches, and 
learners are aware 
of how data is being 
collected and used, 
and what they can 
or cannot do with it.
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